SOLICITATIGN/CONTRACT/ORDER FOR COMMERCIAL (TEMS ! RECUISITION hUMBER page oF

OFFEROR TO COMPLETE BLOCKS 12, 17, 23, 24, & 38 CT2021/0TTOUS/HRMO4Y 1 | 80
2 g(ljﬂ_l‘u‘r_mc el - 3. AWARDS 4. ORDER RUMBER 5. SOUCITATION NUMBEFR [ SBOLICH AL SN
(57E01-09-D-050904 EFFECTIVE DATE ISSUE CATE
02/08/7012 HSTE01-12-J-CTTOO4

7. FOR SOLICITATION - r’N&:‘nfredcaA‘sJ SATTER CUL DATEADCAL YL
|NFORMATION CALL: {b)E) {b¥E)

B ISSUEL Y CCDE |Q O 0. THISACQUISTION IS 5] unkes keI ED O C serasice. % OR:
. o~ . . A o . VRO MO SMALE SUESINESS
Cffice of Acquisiilicn € sma susiess [ parcess) DG HLE UNDER |l WOMEN-OWNED
7 O 1 S 1 ZTH STRE ET ’__! EUBZCNE SMalLl FMAL T FIEEEIIN G 2553 PHTIGH AR NAIES
- N I BUSIMESS [ FONOMICALLY CISADVANTAGED '
ARLINGTON VR 20558 WOMFN-OWNED SMALL BUSINESS .
[0 SERVICE DISABLED WS _
VETERAN QVINED S SIZE STAMDARD:
SMALL BUSINESS O em
+4—Eh e RO oo DESTING +E-ERSCEHATTERME e e
TIo UHLESS BLOCK (8 et 30 T112a. THES CONTRACT 15 A
- — - - - .
MARKED g:;%‘;’:‘f’:’:t’:;”m 14. VSTHOD OF SOLICITATION
] $ZE SCHEDULE (150K Clreq Clra Trep
15. JE_IVER TO GIDE 16, AOVINIS TLRED BY coDe lg i
Multipie Destinations Human Capital & Finance

701 8 L2TYE STREET
ARLTNGTON VA 203598

172 COMTRACTOR! COCE JANE 258375 FACILITY 18a PAYKENT WLL BE MADE 0 COCE fjiga ]
OF-EROR CoDE 0T
Lockheood Meartin fervicos Loocrooraled U5 Cgast Giard Financial Center
Attn: {b)E) . THA Commercial Invoilces
00 N Frederick Ave F.0. Box 4111
Caithersburg MD 208793323 ’ Chesaopeake VA Z3327-4711
IELLPHONE NO. 856-49¢515%
[[]47h. CHECK (F REMITTANCE IS DIFFERENT ANC PUT SLICH ANCRESS 1M OFFLR Tob. SUEM T INVO.CES 70 ADORESE SHOWN I BLOCK * 8a ENLESS BLOCE, BELOW
1S SHESKED [sze aopeMcuns
19 . 2. 22, 3, 24
ITEM MO SCHEDULE OF SUPH_ESIBERVICES CQUANTITY |UNIT LINIT PRICE AMOLNT

Tax -0 MNumber: 52-1813509

OUNS Numbor: 805258373

PRs used on this Task Order: 2112202072027,
2112202011006, 2L12202HRMO49

The purpose of Lthis Lask order i3 To provide
sarvices to z2ssisst and support the Operational
and Technical Fraioing, Oftice of Human Capital,
ard Offics of Security Technolocy in support of
tre 1nresl lmags Zrojection {TIP) Program, Image
Development far tra‘ning and testing, Threoat

flise Reverse andior Affach Additional Sheets as Necessary)

25, ACCOUNTING AND APPROFHIATION DAIA 5. TOTAL AWARD AMOUNT {Far Gowt, Use Crly) :
Jee schedule $277,294,412.00 :
" 172, SCLIGITATION INCORPORATES BY REFERENCE FAR 52.212-1, 52.2°2 4. FAR §2.212 3 AND 52 7196 ARE ATTACHED. ADDEND TIARE ] ARF NOT ATTACHSD g
% 27b. CONTRACT/PURCHASE ORDER INCCRPORATES BY REFERENCE FAR 52.217-4 FAR 52,2126 3 Al | ACHED, ABEENDA @ ARE [ | ARE NOT ATTACHED
K25, CONTRAC 'OR IS REQUIRED TO SIGN THIS DOCUMENT AND RETLRN 1 [7 25 AWARD OF CONTRAGT: : OFEER
COFIES TO ISSUING OFFICE. CONTRACTOR AGREES T0) FLIRNISH ANDY DELIVER DATED . YOUR OFFCR ON SOLICITATION {BELOCK 5), ;
ALL ITEMS SET FORTH OR OTHERWISE IDFNTIFIED ARGVE AND ON ANY ADDHTIONAL INCLUDING ANY ,?:éDJTIONS CR CHANGES WHICH ARE SEI FORIH
SHEETS SURB.IECT TO THE TFRMS AND CONDITIONS SPECIFIED. HEREIN. IS ACCHPTED AS TO ITEMS: >
bz, SGHATURE OF OF'FEROR.'CONTR}\CTOR ety siqmed b Burden, Hoosaneie 18, UMNIEQ ZTATES QR AMER CA (SIGNATLURE OF CONTRACTING OFFICER) j
(b)) g e

*a 2012 A2 0F 13:5436 -05 00

30b. NAME AND TITLE OF SIGNER (Type of phini) 50¢c. DATE SIGNED 3o, NAME OF 20N 1242 TING OFFICER ( #ype or priaf) 31e. DATE SIGNED
{b)B) Sr. Gontracts Negatiator 020312012 Marvim Grubbs 57/3 Do/
AUTHORIZED FOR LOCAL REFROBUCTION ~_ ’/ STANDARD FORN 1445 (REV §i2617) A

PREVIOUS EDITION S NOT USASLE Working Copy Prescribed by GSA - FAR {48 CFR} 53.212



P af SU

9. - 20 Al ey 23, : 4. 1
TTEM ND. SCHFDULE OF SLPPLIES/SERVICES QiTIANTIT'Y URIT UNIT PRICE AMOLUNT ;
Dosigr and Build for treining and testing, Rapld i
Response for Emergirg Threats, and other kasks . i
delined n the Statement of Work.
The [cllowing facility address is registered
under LDJNS aumber EN5258373, which was usad o
award this contractg:
r T Y 1 e o 2 T
AL R W I Rk SRR b [ MR shiged B R LSl gl 8 b T It
233% Rouie 70 west, Floor 3W :
Cherry HLLL, NJ  028002-3325
Period ¢f Perlesmance: Q2/08/2017 to C2/07/2013
G0C01l  ICLIN COQLl - k&P — Tesk A - Globzl Recuirewerts: 1{ .18 {b){4)
Pro’ect Management, QA, GTE Mgmt, Security -
pp2sd, Tier l-4 Heolo Desk, SME, TIL Mamt
POP:  02/703/201Lz - 10/03/2012
Acceounliag Znfo:
5AV11ZA0C0LZ0L2SWEGI0GEC00423006200622CT0-62020001)
0002CQ00-251E-18A JLRRECIT-DIF. ThSE-D
Funded: I (o)4) I
FCB: Unknown
O0001SUBL Additiconal Lunding Loz CLIN 001 from line of 1] TB{3,746, .56.37 3,746,156,97
Convinued ...
323, QUANTITY IN COLUMN 21 HAS BLEN
[} RECEVEDR || INSFECTED [J ACCEPTED AND CONFORMS TO THE CONTRAGT, EXCEPT AS NOTED:
326, SIGNATURE OF AUTHORIZED GOVERNMENT REPRESFNTATIVE 3%c DATE 32d. PRINTED NAME AND TITLE OF AUTEORIZED GOVERNMENT REPRESENTATIVE
32 MAILING ADDRESS OF AUTHORIZED GOVERNMENT REPRESENTATIVE 37 TELEPHCONE NLMEER OF AUTHORIZED GOVERNMENT REPRESEN TATIVE
a2g F-MAIL OF AUTHORIZED GOVERNMENT REFRESENTATIVE
33. SHIP NUMBER 34. VOUGHER NUMBER 45 AMQOUNT VERIFIED 36. PAYMENT 47, CHECK NUMBER
CORRECT FOR
7] COMPLETE [] PARTIAL [ ] FINAL
[] PARTIAL ] FINAL
38, SIR ACCOUNT NUMBER 39 SR VOUCHER NUMBER {40, PAID BY
41a. | CERTIFY THIS AGCOUNT IS CORRECT AND PROPER FOR PAYMENT 425 REGEIVED BY {Print)
A1c DATE

41b. SIGNATURE AND TITLE OF CERTIFYING OFFICER

420 RECENED AT {fecation)

42¢. DATE REC'D (VY MAVDD) 42d. TOTAL CONTAINERS

STANDARD FORM 1445 (REV. 82011 RACK




REFERENCE NG OF DGl l"“ re BE NG CONINUELD PanE aF
CONTINUATION SH.EET H3 I S3L-09-L-0809C0/E8TS01-12-J-0TT004 3 g0
MAME OF OFFFROR OR CONMTRACTOR
Lozkheed Martin Services Incorporatad
FTEM MU SUPPLES/SERYICES CUANTITY [ LNIT LT PRICE AMCUNT
(&) (B) {C) {3J) (%) I
zccourting.,
Aocounting Tno:
SAVIZ3A000DZ0128WE020TRICO32500530052001-59370005
O0R000000=2521 _Tar DIRDC™-{Fy, TASK-D
Tunded: {b)(4)
TUBR: Unkncwn
|
D0001A OPTIONAL CLIK 0C0La - EEP - Task & - Glebal 1| JB (0}{4) | .00
Fegquircments: Projoct Mozagensnl, DA, GFE Mgmi, !
Security - DL0254, ier -4 Help Desk, SME, TIL i
Momt |
POZ: 1Q/08/20°2 — Q2/07//20.3 !
Amournt : b)) bption Zine Ilew) :
10/09/20°.2
Lecounting Info: ) i
SAVIZ3ACO0DZO1I25WROZ0TRIQONEZS0039005900TT-5307 000 i
050C0000-2522-TSA DTRROT-DET, TASK-T :
Funded: $0.00
ron: Destination
0coaz CLIN C0062 - CDC Reimbursable — NTE Other Direct 11.J8 320,471.79 320,471.79
Costs (ODCs) '
Accounting Info:
SAVLLZA000020128WE030GENC042300462008220TO~62020000
0oad000C-2513-T58 DIRECT-D=®. TASK-T
Funded: $320,471.792
FOB: Unxnown
000025001 Rddizioral IZunding for CLTEK Q022 frow df ffarent 11 JB| 6,771,067.43 6,77.,067_43
lint of zcccounting.
Accounking Inte:
SAV1Z3A000020 28WR0ZCTRIOO3250059005800TT-590 70005
UL000000C 2521-TSA DIRECT-DZr. TASK-D
Punded: £6,771,067.43
FOB: UnXnown
Zonvinued

MNSM 7540-805-152-2067

Working Copy

QFTIOMAL FORM 336 {1-86)
Sponsored by G54
FAR (48 CFR £3.11G




CONTINUATION SHEET

FEFERENGE MO OF J0CUN. o BEING CONTINUED

FAGE OF

F3T301-09-D-Q30900/85T501-12-J-0TTO04 . 4 80
NAME OF _OFF_EROR OR CQI‘JTRACTOR )
Lockneed Martin Services Incerporated
ITEM NG EUPPLIES/SERVICES QUANTITY UNFI'! UNIT PRICE AMOUNT
(g (5} i) iCi (L} 0
000022 OPTICNAL CLIN UUOZA - QDC Reimbursable — NTE 1| J3|1,25L,447.27 G.00
Other Direci Ccsts {(0ODC3)
Zmount: $1,252,447.57 (Option Lirne Item)
0Z/08/201Z2
Do counL g Lofos
EAVIZZA00CLZOL25WEOZOPRLO032500390033001T-5207 0005
GHOQICQ0-252-T5A DIRECI-D2E, TASKH-D
Funded: $0.0C
TOB: Deslinubion
20003 CLIN 0003 — OLC SELIMBJRSABLE - N¥x TRAVEL L IR 36,009.30i 36,009.00
Moccounting Tnfo:
LAVIIZACOORZ0128WR0 30GRONNAZANDE2 0062 2CTO-62020000
QOCO00C0-251R=T32 DIRRCT-NFF. TASK-D
iFunded: 336,0035.00
FOB: Jnxnown
00003SUH. Addizional funding for OLIN 9003 from cifferant 1| JC 216,950, 65 61£, 950,65
line of acoounting.
Zcocounting Info:
EAVIZ3A0D0D2CL2SWEJZ0TRIO0ZZ25UC59 0055 00TT-03070008
O500C000-2521-T5A DIRECT-DEr., TASK U
runded: $618&,350.65
TOB: Unknaiwn
Coonir OPTICNAL - CLIN GO03R - 0DC Relmbursable NTE 1| J5 Teh, 94,51 C.00
Travel
Amevant: 5765%,724.51 {Option Line Item)
n2/08/72012
Lccounting Infe:
SAV1IZ23A000D20_25WEQ2ITRI003250053005900T-05070005
05000000-2221 TSA DIRECT -DEF, TASK-D ’
Funded: $0.00
OfR: Destination
Continued

NIN FRiD-01.152-5067

Working Copy

DUHIIONAL FCHM 336 (4-56)
Spansared by GSA
FAR (4d CFR) 53 11C




REFEREICE 0. OF DCCU.\‘.En «» BE MG COMTIMNUED

HRC . QF

CONTINUATION S-.HEET HET301-09-L-05C3200/F8T801-12-3-QTT0 04 5 &0
NAME CF GFFERCR DR CONTRACTOR
Lockheed Marb n Szrpvices Lnocorgoratod
ITEM WO, SUPPLIESSERVICES GUANTITY | LiHIT UNT PRICE AMOUNT
Y, (B o (L} (E) (F}
10004 CLIN (004 CDC Reimbursable - Mask 2: Threat 1] JB 634,623, 00 6324,6232.00

Mitigation Laboratory {(IML} - Faclillty Mainteonancs

Accounilng lnlo:

SAVIZ23AR00D20LZEWEG20TRI0I125005300550CTT=5307000H
05C000CC-252L—"1548 JIRECI-DES. TASK-D

000043091 Additlonal funding [oo C2Ly 0004 from differant

000C45UE

aC004n

Furmded: $634,623.00

FOS: Tnx<nown

line o zacco.nling.

lIncocounting Info:
SAYIZ3A000B20125WEGZ20TRIV0IZSG0SS005900TTI-55070000
CHQaCc00=-2521-TSA DIBRIT-LRF. TAZK-D
5103, 343,17

Unkrowrn:

Funded:
KB :

2 Acdditiomal funding for CTLTN G004 from differeant

linc of accounting.

Bocounting Info:
SAVIZ23AC00D20125WECZ20TRIGOE225005%0055C0TT- 320704003
05500000-2521-754 DIRECT-DET, TASE D

Funded: 372,017.5%8

FOR: Un<nown

CTIN 0N4n -~ ODC BReimbursable - Task 2:
(TMLY) — Facility

SETIONAY
Threat Witigation Taboratory

Maintenanna
Amount: $72,017.54{0ption Line Item,
C2/08/2012

hecounting Info:
EAVIZ23A0C0DE012SKE020TRI00LZ20053005500T0-5507 0005
A5000000-2521-T58 DIRECT-DER, TASK 2

Fundead: 30.00

FCR: Lestinanion

Cont tnued

:JB

J3

JE

03, 343.0

72,017 .C

72,017,

—

P.5%

.60

MNEH ToC-01-152-8057

Working Copy

CATHIINAL FORM 335 {4-36)
Spansored by GSA
FAR (4B CFR) 53,110



CONTINUATION SHEET (..

REFFRENCE NO OF DOCUK. « F EEING CONTINUES

55T3501~05-D-0S080C/EETS01-12-J-CT7C04

FLGE QF

& g0
MNAME OF OFFERCR GR CONTRACTOR
Lockheed Martin Services Incorporated ‘
11EM MO, SIPPILIFRISFRVICES SUANTITY fLMIT UNIT PRICF ANMCLUNT
a8y =y (ci {0y (%) (k)
Q0205 CT.IN 0405 — TalM — Task & - Rapid Zesponse 1t JB8 b)) |
Acconnting Info:
SAVIZIRDUGDZ0LZ2EWEOZ0TRLOGI25C05 30054 00TT S50 000
05000000 -2521 ‘TSA DIRECT DEF. TASK D
rinded: (b4
FOG: Unkncwn
100052 [OPTIONAL CLIN OO005A - Tal Task A Rapid 11 JE b)) Q.00
Hesponse
ATMOUT.T : (b4} Opticon Line Item)
Nz2/08/2012
Becounting Info:
5aV_23A000020123WE0207R1Q032500590059000r-5307 GbOﬁ
05000000-2521-US48 DIBECI-DEE. TA8%-D
Funded: $9.00
FUOB: Deslinaticn
Q000& CLIN 0006 - FEP - Task B - Threat Image B {b)(4)
Projection {7LP]
POP:  02/03/20L2 - 02/07/2013
.Accounting Tnfo: '
SAVI1ZA000NEC 1 2SWROZNGRCA04A23000200622CTO-62020000
S0002000=-251F-TSd RTRECT-DREF. TASK-T
Funded: {b){4)
FOR: Unknown
coocT” CLIN 0307 — T&M - Task B — Threat Twmage 1| .J% b))
Drojection (TIP) Pragram: Spacial Project Renorts
Aoecounting Info:
SRVI1ZA000D201I25WEN30CEOD0423006200622CTC—-62020000
QOCON030-251B-T3A DIRFCT-DEEF. TASK-2
Furdad: {b){4)
FOR: Inknown
Zontinued
NS T540-0i-152-B06 7 Working Cony OPTIONAL FORM 336 {3-86)

Sponsored by G3A
FAR {48 CFR) 2118



REFERENGE MO, OF DOGUY L. . BENG COMTINUED . BACE OF |
|

CONTINUATION SHEET L 5mc01-09-D-0509C0/58TS] ~17-T-0TT0C 4 ' 7 40

MAME OF QFFEROR OR CONTRAGTOR
Ltockhesd Martin Services Incorporatec

TER N SUPPHESSFRYICES GUAMNTITY | UNIT UKIT FRICE AMOUNT
(a) () () |7 (=) | T
GO00g  |ILLN Q038 - TEM - Task C - Image Develormant & 1| g8’ b))

Image Library: Ad-hee Imzge Development T

Funced: | o) | ' : '

FO3: Unknown
0OC08A |OPTIONAL - CLIN 00082 - T&M - Task O ~ Image 1|73 b)) 0.0C
Development & Tmwage Library: Ad-hoo Tmage
Dovelopmen
nmount : b)) Option Tine Ttem}
nz/08/20.2
2oecouwnting Info:
SAV123A000C20128WE02CTRI003250052005900TT 23070005
05000000-2521-T5A DIRECT-DLY. TASK T
randed: 50,070 '
FOB: Destinaticon
|
00009 CLIN 0009 - FEP - Task ¢ - Image Development & 1| as {b)(4)
Tmage Library: TRX and AT Image Reg.iirements; :
2. tG-ELS Reguirements
POP:  0Z2/08/20.2 - 02/07/2013
Accounting Info: :
SAVIZ23A00CDZ0L28WE020TRICO3Z50055005300T-52070005
£5000000-2521 TSA DIRECT LEF. TRIK-D
Funded: | b)i4) |
OL: Unknown
001 GETZONAF, 0010 - F7P - Task ¢ - Tmags Devleospment L|JB b)) ] 0.co
& Image Library: QJOPTTON A& Reveal Fusion {CP}
nssessnent Imags Developmant Pllobt & Test
Distribution
Amount : b)) ption Lire Ttem}
02/08/20
FOB: Bestination
0001 CLIN U011 FEE Task C - Image Develcpment & Ll JB {b)(4)
Continunad
|
i
MEM FE40-01-152-8067 WO.I.'.‘k.'[T'.g COpY QPTIONAL FORM 335 {4-806)

Sponsged by G54
FAR (48 CFRY SE.710




REFEREMCE NO. OF J0CUac o1 BOWG CONTINUETD

CONTINUATION SHEET 51001 05 p 030300/HS1S0L-12-J-CTTO04

HAGL oF

g 80
NAME OF QFFEROR OR CONTRACZTOR
“ockheed Martin Services Tnaorparated
ITEM MO SUPPLIES!ISEHVICES QLIANTITY | UAIT UNT PRISE ARIQUNT
{(Rr) (B) (2] {D} (F) (F}
Image Library: EDS Recgulremenls
POP:  JZ2/08/2012 - Q2/G7/20L3
Aocounling Lnfo: _
HAV1Z3AC00DZ0123WE020TRII03250055005800TT-59070005
QnC0000C-2521L-15A DIRSCT-DEF. TASE-D
Fusided: ! {h)4) !
FOB: Unknpuwia
cooL2 CLIN 0012 - &M - Yask C - Image Development & 1.8 {b){4)
Image Librazy: LDS Reguiircenonts I
liccounting Trfo: .
SAV1Z23A00CTZ25123UR0Z0TRIOO3 2500590555 00TT-5307 000,
02000200-2521-T8A DTRRCT-DET. TASK-O
runded: {b)id)
FOB: Unknown
NOGL2A [OPFPIONAL CTTN O012A - TeM - Task C - Image 1| JB b)) 0.:0
Levelopment & Tmage T.ibrary: EDS Regquirements E
lamournt : (b)) Option Line Item) ;
Qz2/08/20%2
Acoounting Infod
SAV_Z3AJCOD2012SWE0NZ0TRIVNZZS0055005500T2-59C70007
05000003-2521-T58 DIRSCT-DEER. TRASK-D
Tunded: $0.00
TOB: Nestination
00012 |CTTN 0013 - Teld - Task C - Tmage Development s 1] J3 b))
Image Tikhrarv: Assesswent “mage Pilots T
|
lAcccunting Info: ;
5aVI23A000D2012SWEQ2CTRI0032500530L0590011-5907 000
05C000C0_252) -TSh DIRECT-DEE. 'TASK-L
Funded: {b)(4)
IFOB: Unxnown
0001338 OPTTONAZ CLIM 0013A - TaM Task C - Imaye 1| Jg b)) 0.co
Zontinuad
i

NEM FhA0-01-152-3087

workirg Copy

P ONAL FORN 536 (4-85)
Spansored by GOA
EAR {485 CHR) 33112




REFFRFNCE N0 OF DCCUNL. . 8ENG CONTINUED

tafelE Ly

CONTINUATION SHEET H5TS0-0 $-0—0SC900/HSTS01 -1 7-J-0TT0G4 [ 20
MAME QF OFFERQR OR CONTRACTOR
Lockhead Martin Serwvices Tncorporated
|
TIER MO K ALPPLIFRSFRVICES QUANTITY {UNIT LMIT FRICE AMOUNT
{&) (Bl ey m (F; Fh
Levelepment & Image Zibrary: Assesswect Tmage
Pilots
amount: | 0)4) |opticn Line Tzemw
C2/08/20.2
Ffocounting Tno:
SAVIZ2ATD0DZ0L23WR020TRIOCIZHNCEI0N5ICOTT-553070005
05300000-2521-T3A DIRACT-ORF. TA3X-D
randed: 56,00
FO3: Destination
acol4 CLIN 0014 - FFF - Tasx D - Tmage Simulatcr 1 JB (b4}
Suppor=: Image Simclator Support
POz 02/08/2012 - C2/07/20°03
Pecounting Info:
Eav112A000D20123WE220TRI0LIZ250063200630ERM -£3150004
00220000252 0-T5A DIRECT-DET, TAZK D
Funded: {b){4)
FCB: Unkiown
GO01430UH]1 Additicnal funding for CLIN C014 from different 1) JB {b){4)
lime of accounting.
EAceourting Info:
SAVIZZA00UD2ULZSWEOZCTRIGG325C05900590CTT-59070005
05000000 252_ TSA DIRECT-LCEF. TASX-D
Fundec.: | (b)4) |
FOR: Unknown
00625 CLIN G015 - TaM Task D - Image Simul:ztor 13 )
Support: OZM Simulator Development Support
hocounting Info:
SAVIZ3A000D20LZ3WENZOTRI003250059005900TT-5907000
052000300-2521-T3A DLIRECI-DEE, ‘“ASK-LC
Funded: )
EG3: Izknown
Continued
NS 7540-3¢-152-2087 . WO.Cki ng COp\-" QFTICNAL FORM 335 (1-26)

Spenscred oy GSA
FAR {48 CFRI 55,110




CONTINUATION SHEET

REFERENCE NO. GF DOCUka . +f BEING CORTINUED
H3T301-09-D-050%00/HSTS01-12-J-0TT004

HAGE OF

10

MAME OF OFFFROR OR COMTRACTCR
iockheed Martin Services lacorporatcod

1M HCE SUPFLIES/SERVICES OLANTITY | LIMIT UMNIT FRICE { AN CUMT
{A) {B) () (1] (E) {r :
J0015A  [OPTIONAT, CTLTN 00154 - T&M - Task D - Image 1B b)) .42 é
Simmlator 3upgort: OEM Simulator Deve cpment ' !
Support
AMOUDT Op ion Line Item! .
02/08/2012 |
Aocounting “nfo: :
SZRVIZ3A000D201ZSWEUZOTRICO325005300590011-5807000 5 i
05096009-2521-7¢A DIRECT-DEF. TASK-D :
Funded: $0.00 i
FCB: Destination
|
ago” & CLIN 0016 - FFP - Task E - Threal Xit Frogram: 1.JB {b{d)
Threat Kit Frograzm Suporit, IED Accessory Kit [
Frogram, EE Kits ’ i
BOP: C2/08/2012 - 02/07/2013
Bboecounbing Info:
bAVl23A000D20L2$WE020GE00009FOOSQ N59GPEF-5%070000
QOC000C0-2521-1348 DIRSCT-DET. TAIX-D
Funded: (b)) |
FOB: Tnknowa
00316SUHL Add tional funding for CLIN 0074 from different 1|08 b))
Line ol accounting.
Accounting Info:
58v123A0C0D2CI23WROPCTRICEIZ500530059%00TT-2907 000
J2000000=-2521-T5M DTRECT-DEF. TASK-D
Funded: {b){4)
O Unk"low
anyy CLiMN Q0.7 - TFP - Task F. - Threat Kit Zrogram: 1} JBE {b){4)
GETION % NHTE Pron Kit
POP:  QZ/08/2012 — 0270772073
Acoounting Tnto:
Jnf‘23ACOOD901?SﬁVI20”R1003250 59%00549007T -59070005
0500000C-2521-T32 DIRECT-DEF. TASK D
Funded: (b4
FOB: Unknown
Continued

NN 1540-0F- 1528067

Werking Cony

OFTIONAL FORM 336 {4-88)
Sponsared fy GSA
A (45 CER) 53,110




REFERENTE KO, OF DUCUMC. o G0 MG CONMNICD

CONTINUATION SHEET |y 0n501 —09-D-080900/28T$01- 12 -J-0T1004

PAGE oF

“1 80
MAME QF OFFERGRE QR COMTRACTOR
Lockheod Martirn Services Trncorparated
ETEM HO. SLPPLIESSERVICES QUANMTINY L.i"ll I LINIT PRICE ARECUMT
(B} {B} {cr |[tD) (k) 53 :
200138 CLIN 0013 - T&M Task E - Threat Kit FProgramu: Ll JB b))
Threat Protozyping i
lBoecouniing Lafo: - §
BAVIZZACOHLZ20L25wei200R1Q03250053005300T7T-59270005 ;
Q5C000C0C_go2 - sn DIRKCE=DRE, TAZK-D {
Fuswled: )
FOB: Unxnown i
0J018a |OPLLOMAL CLid 00LlEa - r&M - Task E - Threat Hit 1| JB {hi{4] 0.as é
Prograw;  Vhreat Protetyping E
Amoust : ) I-Dptio:: Ling {tcm}
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SECTION B - SCHEDULE

B.1 Contract Line Items, Descriptions

Peried of Performance: February 8, 2012 — February 7, 2013,

the specific CLIN.

Task Qrder 18 - TMI&E

unless otherwise stated within

ITEM NO

SUPPLIES/SERVICES

QUANTITY

UNIT

UNIT PRICE

AMOUNT

0001

FEP - Task A — Globhal
Requirements; Project
Management, QA, GFE Mgmt,
Security -DD254, Tier 1-4 Help
Desk, SME, TIL Mgmt

POP: 02/08/2012 — 10/07/2012

1

Job

b)4)

D001 A

OPTIONAL CLIN O001A - FFP
- Task A — Global Requirements:
Project Management, QA, GFE
Mgmt, Security -DD254, Tier 1-
4 Help Desk, SME, TIL Mgmt
POP: 10/08/2012-02/07/2013

Job

b)4)

00062

ODC Reimbursable — NTE
Other Direct Costs (ODCs)

Lot

$7.091,539.23

NTE $7,091,539.23

D002 A

QPTIONAL CLIN 002A - ODC
Reimbursable — NTE Other
Direct Costs (ODCs)

Lot

$1,251,448.56

NTE $1,251,448.56

0003

ODC Reimbursable —= NTE
Travel

Lot

$652,959.65

NTE $652.,959.65

0003 A

OPTIONAL CLIN 003A - ODC
Reimbursable — NTE Travel

Lot

$765.794 .51

NTE $765,794.51

0004

ODC Reimbursable -

Task A: Threat Mitigation
Laboratory (TML} — Facility
Maintenance

Lot

$809,983.73

NTE $809,983.73

0004 A

OPTIONAL CLIN 0004 A -
ODC Reimbursable -

Task A: Threat Mitigation
Laboratory (TML} - Facility
Maintenance

Lot

$72,017.56

NTE $72,(117.56

0003

T&M -Task A - Rapid Response

Lot

o)) [

0005A

OPTIONAL CLIN 0005A -
T&M - Task A - Rapid 1 IB
149.,747.02 0.00

Response

Lot

o)) |

0006

FEP -Task B - Threat Image
Projection (TIP)

Job

(0)4) |

0007

T&M — Task B - Threat Image
Projection (TIP) Program;
Special Project Reports

Lot

®)4) |
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0003

T&M - Task C - Image
Development & Image Library:
Ad-hoc Image Development

Lot

(0)4) |

DOORA

OPTIONAL - CLIN OQOO8A -
T&M — Task C - Image
Development & Image Library:
Ad-hoc Image Development

Lot

o)) |

0009

FEP — Task C — Image
Development & Image Library:
TRX and AT Image
Requirements: Auto-EDS
Requircments

Job

b)4)

0010

OPTIONAL - FFP - Task C —
Image Development & Image
Library: OPTION A Reveal
Fusion (CP) Assessment Tmage
Development Pilot & Test
Distribution

Job

0)4)

0011

FEP — Task C — Image
Development & Image Library:
EDS Requirements

Job

()4)

0012

T&M - Task C — Image
Development & Image Library:
EDS Requirements

Lot

b)4)

0012A

OPTIONAL CLIN 01 2A -
T&M - Task C - Image
Development & Image Library:
EDS Requirements

Lot

0013

T&M - Task C - Image
Development & Image Library:
Assessment Image Pilots

Lot

(b)4) |

D013A

OPTIONAL CLIN OG13A -
T&M - Task C — Image
Development & Image Library:
Assessment ITmage Pilots

Lot

b)4)

0014

FEP — Task D - Image Simulator

Support: Image Simulator
Support

Job

0013

T&M — Task D - Image
Simulator Support: OEM
Simulator Development Support

Lot

b)4)

D015A

OPTIONAL CLIN O015A -
T&M - Task D - Image
Simulator Support: OEM
Simulator Development Support

Lot

b)4)

0016

FFP — Task E - Threat Kit
Program: Threat Kit Program
Support, [ED Accessory Kit
Program, PSE Kits

Job
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0017 FFP - Task E - Threat Kit 1 Job (b)) |
Program: OPTION B NHTP
Prop Kit
D018 T&M — Task E - Threat Kit 1 Lot (b4}
Program: Threat PrototypinG |
DO018A OPTIONAL CLIN O018A - 1 Lot (b))

T&M — Task E - Threat Kit
Program: Threat Prototyping

0019 OPTIONAL - FFP — Task E - l Job || ©)4)
Threat Kit Program: OPTION A
Threat Kit Program: Upgrade
1000 TQC

e Labor rates applied to all T&M CLINs shall be based on Attachment 20 of the IDIQ contract,

s The Government reserves the right to exercise Optional CLIN 0010, 6017, 0019 at any time
during the performance of this Task Order. Optional CLINS with a stated period of performance
will be exercised prior to the stated effective date as necessary.

e Contractor shall bill at the CLIN level. Unexpended obligated funds applied to CLIN (02, 3003,
and 0004 may apply to the subclin.

B.2 Accepted Proposal
The technical proposal, Volume I: Technical Approach (2nd Submission), dated 12/19/2011 and the price
proposal titled Volume 2 Price Proposal (1™ Submission), dated 12/19/2011 are hereby accepted.

B.3 Use of T&M CLINs

Prior to performing under a T&M CLIN within this Task Order, except for CLIN 0005, the contractor
shall submit a request for approval to the Contracting Officer Technical Representative and applicable
Techmcal Monitor and provide the estimated hours expected to be used. For CLIN 0005, the estiimated
hour expected to be used shall be provided as soon as possible but no later than two (2) business days
after performance begins.

B.4 Associated Labor Categories
The following table defines the labor categories that can be used under each T&M CLIN:

CLIN Number Labor Categories

00005 #10 Classroom Instructor

#36 Facilities Management Director

#78 Functional Support Specialist

#83 Ir. Threat Design Engineer

#83 Jr. Threat Design Engineer

#83 Threat Design Engineer

#86 Principal Image Engincer

#87 Senior Image Engineer

#87 Senior Image Engineer

#89 Principal Transportation Security Equipment Analyst
#90 Principal Operations ResearclySysterns Analyst
#91 Senior Systems Integration Engineer

#93 Senior NET/C++/PLSQL Programmer

#95 Chemist

#96 Associate Chemist/Lab Assistant
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#97 Senior Engineering Modeler

#98 Lead Engineer/Modeler

#101 Drafter

#103 Original Equipment Manufacturer (OEM-Engineer I}
#104 Original Equipment Manufacturer (OEM-Engineer IT)
#1035 Original Equipment Manufacturcr (OEM-Engincer 111}
#106 Original Equipment Manufacturer (OEM-Field Sve. Engr.)

0007

#10 Classroom Instructor

#36 [Faciliies Management Director

#44 Image Technician

#55 Configuration management Specialist

#38 Senior Information Technology Specialist

#78 Functional Support Specialist

#83 Threat Design Engineer

#86 Principal Image Engincer

#88 Scientific Study Designer/Analyst

#91 Senior Systems Integration Engineer

#93 Senior NET/C++/PLSQL Programmer

#95 Chemist

#96 Associate Chemist/Lab Assistant

#97 Senior Engineering Modeler

#103 Original Equipment Manufacturer (OEM-Engineer I}
#104 Original Equipment Manufacturer (OEM-Engincer 1I)
#1035 Original Equipment Manulacturer (OEM-Engineer 111}
#106 Original Equipment Manufacturer (OEM-Field Svc Engr.}

CLIN 0008

#10 Classroom Instructor

#36 Facilities Management Director

#43 Senior Image Technician

#44 [mage Technician

#358 Senior Information Technology Specialist

#78 Functional Support Specialist

#83 Threat Design Engineer

#84 Associate Threat Design Engineer

#85 Threat Design Engineer

#86 Principal Image Engineer

#87 Senior Image Engineer

#87 Senior Image Engincer

#91 Senior Systems Integration Engineer

#93 C Senior NET/C++/PLSQL Programmer

#95 Chemist

#96 Associate Chermnist/Lab Assistant

#97 Senior Engineering Modeler

#98 Lead Engincer/Modcler

#1 03 Original Equipment Manulacturer (OEM-Engineer 1}
#104 Original Equipment Manufacturer (OEM-Engineer II)
#1035 Original Equipment Manufacturcr (OEM-Engincer 111}
#106 Original Equipment Manufacturer (OEM-Field Sve Engr.)

CLIN 0012

#44 Image Technician

#35 Configuration Management Specialist
#358 Senior Information Technology Specialist
#83 Jr. Threat Design Engineer

Page 15



H5TS01-09-D-050900

HST501-12-J-0TT004

02/0212012

Task Qrder 18 - TMI&E

#85 Threat Design Engineer

#86 Principal Image Engineer

#87 Senior Image Engineer

#87 Senior Image Engineer

#91 Senior Systems Integration Engineer

CLIN 0013

#44 Image Technician

#35 Configuration Management Specialist

#58 Senior Information Technology Specialist

#86 Principal Image Engincer

#87 Senior Image Engineer

#88 Scientific Study Designer/Analyst

#91 Senior Systems Integration Engincer

#97 Senior Engineering Modeler

#103 Original Equipment Manufacturer (OEM-Engineer I}
#104 Original Equipment Manufacturer (OEM-Engincer 1I)
#1035 Original Equipment Manufacturer (OEM-Engineer I1I)
#106 Original Equipment Manufacturer (OEM-Field Svc Engr.}

CLIN 6013

#10 Classroom Instructor

#36 Facilities Management Director

#38 Senior Information Technology Specialist

#78 Functional Support Specialist

#84 Associate Threat Design Engineer

#85 Threat Design Engincer

#86 Principal Image Engineer

#87 Senior Image Engineer

#89 Principal Transportation Security Equipment Analyst
#91 Senior Systems Integration Engineer

#93 Senior NET/C++/PLSQL Programmer

# 95 Chemist

#96 Associate Chemist/Lab Assistant

#97 Senior Engineering Modeler

#9I8 Lead Engineer/Modeler

#103 Original Equipment Manufacturer (OEM-Engineer I)
#104 Original Equipment Manufacturer (OEM-Engineer II)
#106 Original Equipment Manufacturer (OEM-Field Sve Engr.)

CLIN (018

#10 Classroom Instructor

#36 [Faciliies Management Director

#43 Senior Image Technician

#43 Senior Image Technician

#44 [mage Technician

#76 Assembly Technician

#78 Functional Support Specialist

#83 Jr. Threat Design Engineer

#83 Jr. Threat Design Engineer

#84 Associate Threat Design Engineer
#85 Threat Design Engincer

#86 Principal Image Engineer

#87 Senior Image Engineer

#91 Senior Systems Integration Engineer
#93 Senior NET/C++/PLSQL Programmer
#95 Chemists
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96 Associate Chemist/Lab Assistant
#97 Senior Engineering Modeler

#98 Lead Engineer/Modeler

#101 Drafter

B.5 Overtime

Under this Task Order, overtime shall only be allowed for the following non-exempt (WD) labor
categories and at the following overtime rates. These rates are based on 1.5 base rate salary and applicable
burdens per the original contract. Prior 1o performing any overtime under time and material CLINs, the
Countractor shall submit a request for approval to the Contracting Officer Technical Representative and
Technical Monitor and provide the estimated hours expected to be used.

Labor Category Labor Rate

43A — Senior Image Technician (Off-Site) o))

44 A - Image Technician (Off-Site)

B.6 Conditions and Assumptions
The prices above are based on the conditions and assumptions stated in Attachment S that have been
accepted by the Government and incorporated into this Task Order.

(End of Section B)
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SECTION C —STATEMENT OF WORK

1. Scope of Product, Service, or Qutcome

The contractor shall provide a broad range of services to assist and support Department of Homeland
Security (DHS) Transportation Security Administration (TSA) Operational and Technical Training,
Office of Human Capital, Office of Security Capabilities, and Office of Inspection in support of the
following tasks. They include:

Project Management

Quality Assurance

Government Furnished Equipment, Information, and Property (GFE/GFI/GFP} Management
Threat Mitigation Laboratory (TML)

Facilities Management

Security Requirements

Subject Matter Expert (SMLE)

Help Desk (Tiers 1, 2, 3, and 4) and Field Support

Global Threat and Ilmage Support for TSA learning technology products and the Threat
Image Projection (TIP) Program

Threat Image Projection (TTP) Program Support

Image Development and expertise to analyze image performance and conduct analysis at the
component, sub-component levels of the various types of threat tems.

Threat Design, Build or Acquisition of threat, non threat and alarm objects.

Rapid Response for Emerging Threats

Threat Image Library (TIL) Management

Product support, software development, requirements definition and management, and
helpdesk support for image based simulation products

Development, pilot, analysis, and management of image assessments and tests for image
based simulation products and other testing applications as required by TSA

Threat Kit Program Support and Maintenance

2. Period of Performance
February 8, 20012 - February 7, 2013

3. Definition of Terms

Adaptive Learning

Training that is managed by an algorithm to adjust difficulty, threat and bag mix based upon the
individual TSO’s training performance.

Alarm Information File

A human readable file which shows the Alarm item and insulation in both nermal and x-ray form with
call-outs to support training objectives.

Alarm Object (AQ)

One or more objects put together that forces the EDS machine to interpret the object as a possible threat,

Alarm {(Object) Information File (ATF)
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Human readable JPG that has the x-ray image [rom the EDS machine with callouts of the items that
make up the alarm object. Also in the file is a picture of the alarm object and the decision that makes the
alarm object either clear, suspect or obvious.

AT-1

First generation of dual-monitored x-ray units used for screening passenger bags at airport checkpoints.
AT-2

Second generation of dual-moenitored x-ray units used for screening passenger bags at airport checkpoints.
AIT Anomaly

An item that appears in the AIT image that is inconsistent with normal body parts. These arc items which
require secondary screening to resolve.

Bad Actor

A fictional threal image with performance at or below the false alarm level. Bad actors are routinely
removed from image libraries until such time as additional training can be performed and they become
viable for statistical analysis.

Bag Information File (BIF)

JPG file that shows the x-ray image of a bag with callouts of common objects within the x-ray image, also
included in this file is a photo layout of the bag and its contents.

Body Information File

A human readable file which shows the model’s body with face blurred, and anomalies placed on a
mannequin as normal photographs and the corresponding AIT image all with call-outs to support training
objectives.

Canonical View

The most common viewpoint that the threat is normally found in.

Clutter

Normal items carried by passengers in their lInggage which “clutter” an x-ray image.

Combined Alarm Image {CAD

File of a bag constructed with one or more than one alarm objects and appropriate bag clutter. CAls
contain a photo of the bag alarm object, ancillary alarms and contents, along with a screen capture. A
fully documented CAl includes the energy files and screen shots from all EDS platforms supported. The
combined alarm object (AOs plus clutter) must consistently alarm on all machines.

Combined Threat Image (CTT)

Image of threal that 1s placed n a bag and scanned on the TRX and Auto EDS platlorms.
Custom Session
A collection of clear and threat images used for a specific training purpose.

Data Complete

This is a conceptual point in time mutually agreed to between LM and TSA.  As TIP data is received it
comes in varying levels of completeness. Analysis does NOT begin until TSA and LM have mutually
agreed that it is “complete” enough to begin and conduct a worthwhile analysis.

Energy File
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A [ile native (o a specific piece of TSE which i1s generally in the [orm ol encrypled, compressed binary
data,

Fictional Threat Image (FTD

An image captured on the Transportation Security Equipment (TSE} without a bag to ultimately create a
soft CTI or Combined Threat Tmage. Also the file extension of the Rapiscan 520 and 620 DV machines.

File Format — (Cobra)

A collection of files necessary to reliably reproduce the image on a simulator. Includes: Multiple
extensions

File Format — (CT-80)

A collection of files necessary to reliably reproduce the image on a simulator. Includes: high.tif, and
low.tf

File Format — (Fusion)

A collection of files necessary to reliably reproduce the image on a simulator. Includes: Multiple
extensions

File Format — (GE CTX)

A collection of files necessary to reliably reproduce the image on a simulator. Includes: ctimg.l,
ctinspect, ctrecon, ctscan, spimg.L, spinspect, sprecon, and spscan

File Format — (L-3 AIT)

A collection of files necessary to reliably reproduce the image on a simulator. TIncludes: .mix For
calibration and can files, .txt (for scan and mark information)

File Format — (L-3 Examiner)

A collection of files necessary to reliably reproduce the image on a simulator, Includes; .uio.gz

File Format — (Rapiscan AIT)

A collection of files necessary to reliably reproduce the image on a simulator. Includes: .img

File¢ Format - .ccob

A combined EOB with all 18 images required by TRX Simulator contained 1n onc file.

File Format - .cti

A Rapiscan native CTT file, This file contains header information about the iage and the image. Each
generator and array combination creates a scparatc image.

File Format - .eob

A Rapiscan 3D20 Native energy file.
File Format - .fti

A Rapiscan native FTI file. This file contains header information about the image and the image. Each
generator and array combination creates a separate image.

File Format - .hif

A Smith’s Detection native file. This file contains header information about the image and any alarms
produced and each image captured by a specific set of arrays.

File Format - .pxe
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An L-3 LS110-11 native energy lle.
File Format - .pxi

An L-3 LS110-1I energy file converted for use in TIP.

File Format - .wim
An L-3 LS110-T native energy file.
Globally Unigue [Dentifer (GUID)

A globally Unique IDentifier is a 32 character alpha-numeric name which is globally unique to all
systems,
Globally Unique Use 1D (GUTDD)

A TSA specific user ID assigned in concert with the STIP Help Desk. It is maintained and managed
through the TIP User Management System {TUMS).

Image Blending Algorithm

Image blending is performed when two x-ray images (generally a threat and clear bag) are brought
together through an OEM based proprietary algorithm. Unlike combining photos using commonly
available photo software, images arc blended at the data or encrgy level mathematically first, and then
processed through the image presentation algorithm for projection on the screen,

Mimic Algorithm

TRX Simulator uses a mimic algorithm to replicate blending and coloring, as well as user interaction with
the system to replicate within the closest visual paramours to the real TSE, Mimic algorithms are
approved by a joint working group of LM, TSL, and TSA persennel who assess the fidelity of the screen
presentation against that produced by the actual TSE.

On-Linc Learning Center (OLC)

The TSA web-site where training is managed and tests are launched. The single authority for training
records.

Oricntation

Oricntation 15 a combination of the rotation of a threat in a specific viewpoint angle and its X/Y/Z
placement in the bag.

PASS On-Linc

The web-site used by OHC to manage test data. This location holds and maintains item level detail on
each image test provided.

Scan Information File (SIF)

Set of 36 scans/images associaled with a single model containing photos, scan views, and call-out labels
for both model and mannequin.

Security Technoloey Inteerated Program (STIP)

The program thatl networks transportation securily equipment 1o enhance HQ’s ability to control settings
and manage image libraries.

SENSITIVE SECURITY INFORMATION (SSI)
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As stipulated in 49CFR Part 1520; SS11s information that TSA/FAMS has determined must be protected
from improper disclosure in order to ensure fransportation security. Training on SSI will be conducted
annually for all LMTT personnel.

Soft CTI

A CTI created through a systemic approach using data. The difference between a soft CTI and CTT is the
CTI is an image file, and the soft CTI is a data file.

STATEMENT OF WORK (SOW)

This is the document that details the scope of work that the Federal Government is expecting the
contractor to provide during a specific period of performance.

STIP Library Update

A STIP Library Update package includes a full image library, command and control files in the format
nccessary to upload the STIP server and cach type of STIP TSE. Thas includes a different format for each
OEM and class of equipment.

Task Order Manager/Assistant Task Order Manager (TOM/ATON)

A member ol the contract team designated by the contractor to direct the administrative activities of the
Task Order Programs and to perform the functions of the Project Manager.

Technical Direction

Techmical Direction (TD) is documented direction from the Government to the contractor on matters
regarding execution of agreed-upon services or products as documented in the Contract (Task Order).

Technical Monitor (TM)

An individual nominated by the COTR and designated by the CO to act as his/ or her authorized
representative for the technical administration of specific task(s) as defined within the Task Order
Statement of Work, The duties and limitations of the TM are contained in a written letter of designation.

Test Bag

A bag specifically created or assigned to a test or test library, The bag cannot be re-used in training
applhications without cxpress approval from OHC.

Test Library
A library of images specifically for testing that cannot be used in training until released by OHC.

Threat Image Library {TIL) Repository

The TIL Repository contains all TIP, Training, and Testing images and data about the images and the
threat or alarm items contained within them. Images are chosen from the repository to create libraries.
Images with performance data have that data available for library selection.

Threat Information File (TIF)

JPG file that shows the canonical view x-ray from the Rapiscan 620 DV. Also in the file is a picture of
the threat object and the title deseribing the threat. 1ED TIFS have the P.LE.S. callouts on them if present
in the device.

P - Power Source
I — Initiator

E — Explosives
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S - Switch
TIL/TKIT

This is the TME&I government contractor created/supported database that contains the Threat Image
Library (TIL) Repository, Threat Kit (TKIT) Database, and associated data from the TIP database. This
TIL provides access to all threat items and images with association to their respective threat items.
Additionally, Image performance data is captured from TIP and represented with image data, and all kit
activity is made available online. Data is updated regularly as work occwrs allowing the government to
follow progress in real time.

TIP 1A February Specification

This is a specification, that has not been implemented, which changes category names specifically, IED to
explosive.

TIP 1A November Specification

The currently fielded TIP specification for legacy equipment. This specification continues to refer to
explosives as IEDs in terms of category and supports TRX-U. TIP images released under this spec begin
in number starting with 2000.

TIP AT Library Update

A TIP library update focused on AT systems using TLUS and TLU methodologies—but including images
with all views supported by the TSE.

TIP Imagc Library

A TIP image library is created based upon TSA requirements and tagged by month and year, for example
October 2007. The library includes a collection of images selected based upon TSA priorities. The
contractor attempts to normalize each threat category based upon available images. Bad actors and
images that provide little or no training value are excluded from libraries.

TIP Library Creation Software (TLCS)

TIP library creation software is used to create TIP Library Update Software (TLUS). The software is an
OEM provided custom application that allows LM to place images 1n specific folders and establish
specific machine stetting by category airport and generate an aute installation package for the particular
type of equipment.

TIP Library Naming Convention

The convention used to name a particular TIP library. This naming convention is governed by the most
current specification for the TSE in question. Specifications currently affecting TIP library naming
include the TIP LA, AT-1, STIP, and TRX-U specifications.

TIP Library Update

A TIP library update disk leverages on-board software from specific TSE to install and update TIP
libraries and users. Typically, the on-board software will walk the user through the various screens
required to facilitate system configuration,

TIP Library Update Sottware (TLUS)

TIP library update software is an auto executing software application that automatically installs the TTP
library and machine specific settings by the TIP administrator,

TIP TRX Library Update

A TIP library update focused on legacy TRX systems including TLUS and TLU update methodelogies.
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Training Library

A group of 1mages used in training that cannot be used in testing at any point 1n future, unless the image
is of such a nature that it will appear in only one way regardless of presentation (e.g., empty bin). Once a
CTI is deployed in training it can never be used in testing for that population of people.

Training Support Center (TSC)

The warehouse where all training aids and materials are stored until needed at training sites in the field.

TRX Simulator Clear Bag

A clear bag is a bag caplured without any prohibited items in il. This bag should be determined by the
TSO to not require secondary screening,

TRX Simulator FTI

An FTT that is captured on the Rapiscan 3D20 for legacy systems or the Rapiscan 620DV for AT and
2ACY S .y.S.Iﬁz.ms.._____...Le.gacy.....E.T.Ix--a-r@----Gaptu-red-----i-- iewpoint angles and then flipped by an external tool to
eate-thd-— |iewpoints each_in different orfentations. AT FTIs are captured in{ ... which
include viewpoint and rotation| (3149 US.C.§ 1140

TRX Simulator Test Distribution

A tlest distribulion s a separately installable test package for TRX Simulator. TRX Simulator may have
one and only one test distribution at any time. When updated, all data associated with the prior
distribution is archived until the next update. at which time the data is deleted. The test distribution also
contains data to manage communications protocols with OLC and PASS On-Linc.

TRX-U Library Update

A TRX-U library update package is formatted consistent with the TIP1A November Specification and is
peculiar to cach OEM class of equipment. TRX-U will include command files and GUIDs as required by
the OEM.

Unigue Threat Bag

A unique threat bag 1s a combination of threat and clear bag in with the threat in a particular orientation
and viewpoint angle.

View Point Angle
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The positioning of a threat based upon the X and Y axis. TRX Simulator used ~—ppecifie-view.paint. {bl%}_?rg Usc

angles. where as TIP uses free-form viewpoint angles. An example of a viewpoint angle would be

(b4 USC § 11440 hround the X axis and Y axis from the Canonical view,

4. Task A - Global Threat Mitigation, Engineering and Image (TME&I) Support
4.1. Project Management (CLIN (0001 Firm Fixed Price (FFP))

4.1.1 The contractor shall provide project management oversight (o include such tasks as
scheduling, finance, milestones, deliverables, and overall program performance.

4.1.2 The countractor shall develop and maintain program schedules and track/report progress for
each separate Task within this SOW. This shall also include a combined Weekly Status Report
for all Tasks within this SOW. The Weckly Status Report shall contain:

4.1.2.1 Engineering Change Proposal/ Request for Deviation (ECP/RFD) Impact Report
4.1.2.2 Current Project Schedule for each Task
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4.1.2.3 Weekly Travel Report (task specific)

4.1.2.4 Weekly Trouble Ticket Report

4.1.2.5 Weekly Progress/Activity Report (task specific)
4.1.2.6 Weekly Projected Activity Report (task specific)

4.1.3 The contractor shall work in close partnership with TSA Technical Monitors to develop
effective schedules to meet TSA needs.

4.1.4 The contractor shall monitor schedule, analyze critical paths, dependencies and provide
recommendations (o reduce risk and ensure schedule success.. .

4.1.5 The contractor shall support the review of project plans for accuracy regarding cost,
schedule and technical risks by providing analysis of proposed plans.

4.1.6 The countractor shall identify and manage risks and changes to the plan (risk management
and change control). The contractor shall also recommend actions to address deficiencies or
reduce program risk.

4.1.7 The contractor shall provide TSA project support, operations support, and analytical support
to. the program te facilitate the program's goal of maximizing security. personnel performance in
threat identification.

4.1.8 The countractor shall conduct one (1) monthly Program Management Review (PMR) per
month to outline previous month’s activities, issues, risks and forecasting on all projects within
this SOW, on a Task by Task basis; with associaled CLINs. The PMR shall include Task Order,
contract status, task activity by CLIN, cost and financials; previcus months Deliverable status,
forecast of upcoming deliverables; Challenges and Risks and monthly performance review.
Softcopy draft will be provided to the Task A Technical Monitor {TM) 24 hours betore PMR.
The TM will provide feedback within six (6} hours. The final will be provided to all participants
via email NLT two (2} hours before the actual meeting. A Total of Six {(6) unbound hardcopies
will be provided to the PM and TMs at the meeting.

4.1.9 The contractor shall provide online systems to update status on overall task management
activities, initiate and track Technical Direction (TD), Program Project/Task/sub-task level
reporting and data management.

4.1.10 The contractor shall provide a detailed monthly reporting of ODC items procured. ODCs
shall be mapped to Task and activity.

4.1.11 The contractor shall create a detailed cumulative cost report for HSTS01-11-R-O0PI15
(1.c., Task Order 12).

4.2, Quality Assurance (CLIN 0001 FFP)

4.2.1 The contractor shall ensure that all Task Order performance objectives and deliverables are
of the highest achicvable quality; to promote continuous improvement: and ensure best practices
are employed at all times, Contractor processes and Standard Operating Procedures shall be
followed and are anditable by TSA Quality Assurance personnel.

4.2.2 The contractor shall provide a Task Order specific Quality Assurance Project Plan (QAPP).

4.2.3 Inspection and acceptance of all deliverables required under this SOW will be performed by
the Deliverable Recipient as specified within each Task. All deliverables are due by 12:00 pm
EST on the day specified, unless otherwise agreed upon by the government. The Government will
review the deliverable and provide the contractor with a notification stating whether the
deliverable is acceptable or not acceptable.
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4.2.4 TSA will provide a Qualily Assurance Surveillance Plan (QASP) within 20 business days ()f;
receipt of QAPP.
4.2.5 The TSA TM will be the government quality assurance single point of contact. TSA will

conduct QA for requirements conformance in accordance with Task Order specific Government
QASP.

4.3 Government Furnished Equipment, Information, and Property (GFE/GFI/GFP) Management  (CLIN
0001 FFP, CLIN 0002 Not To Exceed (NTEY

4.3.1 All GIFE shall be tracked and reported under the base contract.. All government equipment
and property assigned. to the contractor shall be managed within the contractor property system;
however, spare kits and those assigned to entities not within the control of the contractor shall be
managed in the TSA Sunflower system and not the contractor property system as outlined in Task
E.

4.3.2 The countractor shall use Government Furnished Equipment (GFE) for all Tasks within the
SOW. The configuration of any Transportation Security Equipment (TSE} systems shall be the
same as ficlded units operating at the TSA specification for U.S. airports unless otherwise
directed by the Government. Should a deviation (Request for Deviation (RFD)} to configuration
be required, the contractor shall submit the request to the Government for approval. TSA will
approve an RFD within two business days.

4.3.3 The contractor may be required to purchasc equipment if GFE is not available. TSA
Contracting Officer approval will be required and a separate modification will be issued for these
purchases.  All contractor-acquired equipment subsequently becomes GFE as defined by the
terms of the contract. NOTE: This requirement docs NOT aftfect the procurement of fircarms or
other items below the GIFE threshold that are tagged.

4.3.4 In the course of general operations and support, the contractor shall procure consumable
items and material to maintain stock levels and supplies for threat creation and other support
cfforts. . Purchases of matenal shall be tracked and reported on a monthly basis ensuring that
operational purchases maintain compliance with all FAR clauses and remain within the not to
exceed funding levels for those items. Contractor shall follow ODC rules as defined by the terms
of the base contract (to be provided).

4.3.5 TSA will supply TSA property tags as needed.

4.3.6 Property records shall be managed by the contractor and provided on a monthly basis for
bulk upload into the TSA Sunflower system or as otherwise mutually agreed to between the
contractor and TSA.

4.3.7 The contractor shall provide a monthly Inventory. Report.

4.3.8 The contractor shall provide delivery and tracking information on kits, as well as inventory
and location to TSA on-demand within 3 business days of request.

4 .4 Security Requirements (CLIN (0001 FFP)

4.4.1 Access to classified information up to the TOP SECRET level is required to support the
Threat Tmage Projection (TTP) Program, Threat Kit Program, and Image Development Program, .
Only individuals who require classified access shall be required to maintain a minimum of a
SECRET clearance and only those required to access TOP SECRET information shall maintain a
TOP SECRET clearance. .

4.4.2 The contractor and sub-contractor personnel for this Task Order who require access to
classified information shall hold the appropriate security clearance or higher to support the
necessary. confractual requirements.
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4.4.3 The contractor shall require access to classified material at the TML in Cgg Harbor, NJ; the
contractors locations in Crystal City, VA and Moorestown, NI; TSA HQ; TSIF; TSL; OEM
Facilities; and at US Airports as required and approved by TSA. Visit requests are required
consistent with the NISPOM and need to know must be approved and certified by TSA prior to
any access. The contractor shall submit all requests for TSA approval.

4.4.4 The contractor shall require a DD254 based on the following specifications:

4.4.4.1 Secret Information to be stored at the Threat Mitigation Library in Egg Harbor,
NI and the LM site in Crystal City, VA,

4.4.4.2 Access to SECRET Information.

4.4.4.3 Access to TOP SECRET Information at TSA facilities only.

4.4.5 The contractor facilities in Egg Harbor, NJ and Crystal City, VA shall procure and maintain
security and classified storage containers/cabinets to securely house materials rating a minimum
classification of Sensitive Security Information (SSI} up to SECRET and firearms.

4.4.6 The contractor shall store/safeguard classified SECRET documents.
4.4.7 The contractor shall view classitied TOP. SECRET information at TSA facilities.

4.4.8 The contractor shall require, at a minimum, access to Transportation Security Equipment
(TSE) vulnerabilities, threshold weights for explosive alarms, and net explosive weights used for
training and testing transportation security officers.

4.4.9 The contractor shall require access to existing and ecmerging intelligence data relating to
terrorist training, designs for Improvised Explosive Devices, concealment tactics and strategies,
and other information necessary to replicate the terrorist threat.

4.4.10 Select contract and subcontract personnel shall require courier credentials issued by
DHS/TS A to allow for the transport of classified information. The contractor shall provide a list
of trained classified couriers to TSA to facilitate issuance of the appropriate credentials.

4.4.11 Select contract and subcontract employeces assigned to this task order shall require
credentials that indicate that they work in support of TSA and frequently transport explosive
simulants that appear real without lab testing, and other weapons including real and inert replicas.

4.4.12 Select contract and subcontract employees assigned to this task order shall require TSA
badges that will allow them to be issued TSA white package laptop computers. Physical access
to TSA headquarters is not required. The white package laptop computers are required to allow
these select contract and subcontract employees access to the TSA website and the On-line
Learnming Center {OLC) via Virtual Private Network (VPN). .

4.4.13 The contractor shall retain copies of "Electronic Baggage Screening Program
Requirements for Automatic Delection of Explosives” (Version 5.8, dated | January 2010,
classification SECRET?Y; “Passenger and Carry-On Baggage Explosives Detection Systems
Requirements (Version 3.2 dated 5 December 2006, classification Confidential}; IT Techmcal
Checkpoint Screening Ops (Version 3.1.01, dated 17 July 2009, classification Confidential; and
AT X-ray Detection Requirements Appendix (Version 2.0, dated 5 March 2010, classification
Confidential). .

4.4.13.1 Contract personnel will be briefed on these documents and though they are
relatively short, the content 1s not best memorized and needs to be available for reference
while performing the duties of this task order. Therefore, the contractor shall store one
(1) copy at the TML and one (1) copy in the Crystal City facility in a secure location.
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4.4.14 The contractor shall store and saleguard classified material in accordance with Execulive
Order 12938, as amended, Classified National Security Information, and it’s Implementing
Directive No. | at the SECRET level in support of program office requirements. .

4.4.15 In accordance with the Department of Defense (DOD} Manual 5220.22-M, “National
Industrial Sccurity Program Operating Manual (NISPOM) for Safeguarding Classified
Information,” Chapter 5, Section 5-502, the contractor is authorized to disclose TSA classified
information to cleared subcontractors when access is necessary to perform tasks or services for
fulfillment of a prime or sub-contract..

4.4.16 In accordance with the Department of Defense (DOD) Manual 5220.22-M, “National
Industrial Security Program Operating Manual (NISPOM) for Sateguarding Classified
Information,” Chapter 5, Section 5-506, the contractor shall not disclose classified information
received or generated under this TSA contract to any other Federal agency unless specifically
authorized in writing by the TSA Program Office that has classification management jurisdiction
over the information and the TSA Contracting Technical Representative (COTR). .

4.4.17 Tn accordance with the Department of Defense (DOD) Manual 5220.22-M, “National
Industrial Scecurity Program Operating Manual (NISPOM) for Safeguarding Classified
Information,”, Chapler 5, Section 5-509, the contractor shall not disclose classified information
to another contractor except to support a contract, subcontract or other TSA purpose.

4.4.18 The Contractor will access classified material at:

4.4.18.1 Lockheed Martin Services Inc at 1800 South Bell Street Suite 1106}, Arlington,
VA 22202;

4.4.18.2 Lockheed Martin Maritime Systems & Sensors at P.O. Box 1027, Moorestown,
NJ 08057-0927; and

4.4.18.3 Galaxy Scientific Corporation at 2628 Fire Road, #304, Egg Harbor Township,
NJ 08234,

4.4.19 The Contractor will storc and safeguard classified material in accordance with Exccutive
Order 13526, Classified National Security Information, and its Implementing Directive 32 CI'R
Part 2001 at the SECRET level in support of program office requirements. Additionally, in
accordance with the Department of Defense (DOD) Manual 5220.22-M, “National Industrial
Security Program Operating Manual (NISPOM) for Safeguarding Classified Information,”
Chapter 5, Section 5-502, the contractor is authorized to disclose TS A classified information to
cleared subcontractors when access 1s necessary to perform tasks or services for fulfillment of a
prime or sub- contract. In accordance with the NISPOM, Chapter 5, Section 5-506, the
contractor shall not disclose classified information received or generated under this TSA
contract to any other Federal agency unless specifically authorized in writing by the TSA
Program Office that has classification management jurisdiction over the information and the
TSA COTR. In accordance with the NISPOM, Chapter 5, Section 5-509, the contractor shall not
disclose classified information (o another conlractor excepl Lo supporl a contract, subcontract or
other TSA purpose.

4.5 Threat Mitigation Laboratory (TML) (CLIN 0004 NTE}

4.5.1 The contractor shall provide the hardware, software, facility, materials and services required
to manage, operate, and maintain the TML to support TSA requirements for image and threat
development, storage, kit development and production, library management and tield distribution.

4.5.2 The contractor shall functionally operate the TML including the facility and GFE equipment
assigned. NOTE: OEM support for this shall be provided in CLIN 0005,
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4.5.3 The TML shall provide the appropriate space and conliguration Lo:
4.5.3.1 Stage equipment [or image creation, production, and review.
4.5.3.2 Conduct Image Reviews.
4.5.3.3 Create Images (may include human models).
4.5.3.4 Develop or acquire threat and non threat devices and threat items.
4.5.3.5 Develop Simulants.
4.5.3.6 Develop threat training aids.
4.5.3.7 Store Chemicals.
4.5.3.8 Maintain training kits and training aids.
4.5.3.9 Develop, manufacture, and deliver training kits and training aids.
4.5.3.10 Develop traiming manuals for kit usage and other appropriate documentation.
4.5.3.11 Conduct product reviews, demonstrations and training.

4.5.4 The TML shall be required. to maintain and store materials rating a minimum classification
of Scnsitive Sccurity Information (SSI) up to SECRET and fircarms.

4.5.5 The contractor shall obtain and maintain proper licensing to obtain, maintain, and store a
variety of legal and illegal firearms on-site al the TML. The TML shall meet TSA, Federal, State,
and local requirements for the storage of firearms. The TML. tacility shall be required to render
the firearms inert; and/or modify firearms.

4.5.6 The contractor shall maintain threat and non-threat items at the TML.

4.5.7 The contractor shall store in a climate controlled environment explosive and detonator
simulants, IED device components, guns, knives, other threat and prohibative articles, luggage,
normal passenger clutter for the luggage, additional equipment/sofiware and facility/support
services that are required to meet TSA TML requirements...

4.5.8 The TML shall include space for threat device and threat training item development,
machine specific image production, and the storage of all necessary threats, bags, and equipment.

4.5.9 On rare instance (TSA expects two (2) times), when OSC is unable to supply riggers for
movement of TSE in or out of the TML, riggers shall be required.

4.5.10 The contractor shall ensure maintenance agreements for GFE TSE are in place and that the
GI'E provided under this task order is properly maintained.

4.5.11 The contractor shall leverage TSA TSE maintcnance agreements when possible.
4.5.12 The facility maintcnance shall be CLINO00O4; and TSE Maintenance shall be CLINOOZ.
4.6 Tier 1. and 2 Help Desk and Field Support (CLIN 001 FFP)

4.6.1 The contractor shall provide multiple tier (Tier 1 and 2} Help Desk support for operational
learning technology products {e.g.. Simulator, Threat Kits), OHC image tests and assessments,
and the TIP Program.

4.6.2 The contractor shall provide an imtial response to a TSA request for assistance (trouble
ticket} via phone or email within 24 hours (1 business day}, unless TSA has directed re-
prioritization of resources in support of a release or other priority.
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4.6.2.1 The point of entry for a trouble ticket shall be provided via the contractor online
system and may require the contractor fo create a ticket. ..

4.6.2.2 TSA will route the trouble tickets received by TSA Training to the contractor for
action by instructing the airport to open a trouble ticket on the contract system. .

4.6.2.3 During periods of post deployment surges, the contractor and TSA will identity
mutually agreeable response times based upon TSA priorities. For example: if resources
are focused on a national issue, individual tickets may be deferred until such time as the
national issue is resolved. After which, the contractor shall be provided a reasonable
amount of time to manage individual tickets but not more than onc weck.

4.6.3 The contractor shall resolve Tier 1 and 2 tickets within 48 hours (2 business days). Tier L
tickets are detined as issues that can be resolved without extended troubleshooting, such as: Super
User password reset, decoding a test result. Tier 2 tickets are defined as requiring multiple calls
and/or emails from the LM helpdesk to ticket creator. NOTE: See exception to 48 hour
requirement in Section 4.6.8.

4.6.4 The contractor shall notify TS A of any exception and provide a follow-up phone call and/or
email to the requestor to update the status of the issue. The contractor shall not be held
accountable for time waiting for an airport to respond with requested information (i.e. critical
information related to an error or files required to troubleshoot an error)..

4.6.5 The contractor shall provide Tier land 2 support for 40 hours per week during the normal
business hours of 8 AM through 5 PM EST Monday through Friday; and shall complete trouble
ticket logs each time a ticket is accessed. Log entries shall be consistent, clearly understandable
and outlinc what action is or. was taken.

4.6.6 The contractor shall provide on-call support for emergency trouble tickets. Emergency.
trouble tickets are those which inhibit the Training Managers/Specialists or Security Training
Instructors from administering a test or retrigving test results needed immediately, or those
situations tasked by the TSA TM.

4.6.7 The contractor shall provide technical customer service support to all TSA airports.

4.6.7.1 The contractor shall identify representatives to serve as the field liaison for the
Emerging Technology Program and shall foster a collaborative working relationship
between the contract personnel, OTT, and TSA lield personnel.

4.6.7.2 The representatives shall communicate technology training impacts 1o the airports
and resolve issues when new releases of equipment or technologies occur(e.g., provide

front line communications with airports on new releases to TRX Simulator, pilot planning
for soltware and on-site visits, and TIP library releases with or withoul on-sile support).

4.6.7.3 The representatives shall assist the field with Threat Kit upgrades, shipping,
contacts and schedule rotations.

4.6.7.4 The representatives shall assist the field with TRX Simulator, EDS Simulators,
AIT Simulators, LM laptops and all other emerging technologies problems/issues.

4.6.7.5 The representatives shall provide on-site field support to airports for TIP, TRX
Simulator, and other special projects as required. .

4.6.7.6 The representatives shall provide TIP library upload support either remotely or on-
sitc and also support pre-clearance airports as required.
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4.6.7.7 The representatives shall serve as pilol proctors, soltware testers and maintain a
solid interface between the task order helpdesk and other TSA (e.g., STIP, PASS, SPOC,
and Siemens) helpdesks.

4.6.7.8 The representatives shall provide property management support to airports in
support of kit issucs, audits, and other property questions and interface directly with TSA
DPMOQ staft. |

4.6.8 Threat Kits and Threat Kit replacement items shall be shipped to airport in next shipping
cycle; and are not required to be shipped within the 48 hour timeframe specified within Section
4.6.3.

4.7 Tier 3 and 4 Help Desk Support (CLIN 001 FFP)

4.7.1 The contractor shall provide multiple tier help desk support for simulator and technology
products. .

4.7.2 The contractor shall provide an imtial response to a TSA request for assistance (trouble
ticket} via phone or email within 24 hours (1 business day}, unless TSA has directed re-
prioritization of resources in support of a release or other priority.

4.7.2.1 The point of entry for a trouble ticket shall be provided via the contractor online
system and may require the contractor to create a ticket.

4.7.2.2 TSA will route the trouble tickets received by TSA Training to the contractor for
action by instructing the airport to open a trouble ticket on the contract system.

4.7.2.3 During periods of post deployment surges, the contractor and TSA will identify
mutually agreeable response times based npon TSA priorities. For example:  if resources
are focused on a national issue, individual tickets may be deferred until such time as the
national 1ssuc is resolved. . After which, the contractor shall be provided a reasonable
amount of time (but not more than one (1) week) to manage individual tickets.

4.7.3 The contractor shall notify TSA of any exception and provide a follow-up phone call and/or
email to the requestor to update the status of the issue. The contractor will not be held accountable
for time waiting for an airport to respond with requested information (i.c. critical information
related to an error or files required to troubleshoot an errory. NOTE: Severity of issues is defined
within the Help Desk Standard Operating Procedure document.

4.7 4 The contractor shall provide Tier 3 support for 40 hours per week during the normal business
hours of 8 AM through 5 PM EST Monday through Friday; and shall complete trouble ticket logs
each time a ticket 1s accessed. Log entries shall be consistent, clearly understandable and outline
what action is or was taken.

4.7.5 The contractor shall provide on-call support for emergency trouble tickets. Emergency
trouble tickets are those which inhibit the Training Managers/Specialists or Security Training
Instructors [rom administering a test or retrieving test resulls needed immediately, or those
sifuations tasked by the TM.

4.7.6 Tier 3 support may require software changes to correct a bug (i.e., when a portion of the
software does not function as designed). The Contractor and TSA shall mutually agree on the
priority delivery timeframe of any emergency fix. The Contractor shall correct and test any
emergency fix as quickly as possible. The Contractor shall assist in the certification testing. Non-
emergency fixes shall be scheduled into a future software release.

4.7.7 Tier 4 supportt is part of the change management process and is considered recommended
cnhancements or changes to be captured and held for TSA direction. The Contractor shall
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maintain and keep up to date all enhancements or change requests, and TSA shall be able to
retrigve these at any time to review. Prior to any major or minor upgrades, TSA shall identify any
enhancements or changes that may be considered for development and the Contractor shall provide
an estimate on the level of effort to accomplish, and identify any synergies in combining any
enhancements. The Contractor may be required to support change management and requirements
tracking on the LMSC. The Contractor shall support a T-1 line, router and server in their
development facility and for their development team to use the Contractor’s accounts for
distribution and maintenance of software packages.

4.8 Threat and Tmage Support (CLIN 0001 FFP)

4.8.1 The contractor shall enter information (e.g., full descriptive data about each image,
including category, image outcome, and associative components of the image, including threat
items, bags, and alarm objects and clutter) into and maintain data in the Threat Image Library.
(TIL). .

4.8.2 The contractor shall analyze current images for obsolescence whenever libraries are being
designed or updated.

4.8.3 The contractor shall design and acquire threats and build threats to support all the Tasks
within the SOW. .

4.9 SME Support (CLIN 0001 FFP and CLIN 0005 Time and Materials (T&M}))

The contractor shall provide subject matter expertise in support of analysis reports and program support
with attention to the following areas: Original Equipment Manufacturers (OEMs), x-ray technology,
Engineering, explosive technologies and threat analysis. NOTE: Support from OEMs shall be charged to
CLIN 0005.

4.10 Rapid Response (CLIN 00035 T&M)

4.10.1 The contractor shall provide rapid response capability to respond to short notice high threat
information. TSA expects a rapid response event every other month, up to a total of six (6) during
this POP.

4.10.2 The contractor shall produce threat items and images within 48 to 72 hours. TRX
Simulator traming scssions may be required. The contractor shall create bag information files for
any new TRX Simulator bags created. .

4.14(1.3 The contractor shall support IED accessory kit rapid response activities within 72 hours
when OTT determines an emerging threat warrants action.

4.10.4 Rapid response deliverables may be various formats {(e.g., Fictional Threat Images,
Combined Threat Images, PowerPoint presentations, TRX Simulator Images, TRX Simulator
Sessions, Threat Items, Threat blueprints, threat build instructions}.

4.10.5 Rapid response support is a function of re-prioritizing resources planned for image capture.

4.10.6 Contract personncl shall be contactable 24/7 via blackberry in support of Rapid Response
Activities. These include the TML team leader or designee, the Lead EQD Technician and key
threat designers.

4.10.7 TSA personnel will be available for consult within 30 minutes, throughout the rapid
response development activity.
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4.11 Travel (CLIN (003 NTLE)

4.11.1 The contractor shall support Domestic and International Travel for this task order. TSA
estimates that the contractor shall be required to travel 30 domestic trips and five (3) international
trips. .

4.11.1.1 Reimbursement of travel will be in accordance with the Terms and Conditions of

the IDIQ Contract.

4.11.1.2 The contractor shall notify TSA of planned travel in weekly reports.

4.11.2 The contractor shall use Government supplied amount of $400,000.00 as estimate for,
CLIN 0003 travel for Task C CLIN 0013 pilot activity. TSA has provided this estimate based on
historical data.

4,12 Task A Deliverables

Deliverable Due Date Deliverable
Recipient

Government Review

1 | Weekly Status Report a‘;ziday of every All TMs 1 Business Day
Integrated Task Project 2/15/2012 Task TM 5 Business Davs
2| Schedule ' y
A : . 02/15/2012 OR NLT ]
3 Task _Otcler Kickoff 15 business days after | Task TM 3 Business Days
Meeting )
award
Monthly Program Monthly on Tuesday )
4 | Management Review closest 1o 15th of the All TMs 5 Business Days
(PMR) month
‘ TSA Property
S | Property records Sth ot every month or | Manager & Task | 5 Business Days
closest business day. ™
TSA Property
6 | Inventory Report Sth of every month of | Manager & Task. | 5 Business Days
closest business day ™
Help Desk Call Log o All TMs N/A
7 (Tier 1,2.3 &4) Available on Request
8 Customer Service Field Available on Request AlTMs N/A.
Support Log
Within 48 hours of Task TM & TSA '
9 | Rapid Response Product | request or as agreed Requester L. Business Day.
uporn
10 | Procurement ODC 2 business days after Task TM 3 business days
Report invoice sent to TSA
11 | Task Order Quality 271572012 All TMs 3 Business Days
Assurance Project Plan
(QAPP)
12 | HSTS0L-11-R-O0P15 4/18/2012 ™ 10 Business Days
Cumulative Cost Report

Page 33




H5TS01-09-D-050900 HST501-12-J-0TT004

02/02/1202 Task QOrder 18 - TMIZE

4.13 Inspection and Acceptance Criteria
See Section 4.2

5. Task B Threat Image Projection (TIP) Program

5.1 Scope.

The Transportation Security Administration (TSA) Olfice of Security Capabilities (OSC) procures and
deploys security equipment to checkpoint and checked baggage screening locations nationwide. OSC also
develops and implements a wide range of security officer’s performance, training and testing activities to
support Congressional mandates. The Threat Image Projection (TIP) Program meuasures image
interpretation proficiency at the national and airport level in an operational environment. TSA utilizes TIP
data performance analyses to determine performance standards for the security workforce. The contractor
shall provide TIP program support, operations support, analytical support to the TIP program, and STIP
and special studies support for OSC to facilitate the program’s goal of maximizing TSA’s image
interpretation performance.

5.2 TIP Imaging Support (CLIN 0006 FFP)

5.2.1 The Contractor shall procure or create threat items required for TIP imaging based upon
cmerging threat intelligence and procedural revisions.

5.2.2 The Contractor shall produce Fictional Threat Images (FTI)| (b)3)49 USC § 114()

(hNF40 USC. §1144)

(b4 USC § 11440 _Threats will be based upon the prohibited items list and
cmerging mielligence.  Images snall be distributed across threat categories and difficulty levels;
specific breakdown will be provided by TSA upon award. 5.2.3 The Contractor shall perform TIP
image development and management to include 1image definition, capture, archiving, database
development and management.

5.2.4 The Contractor shall develop, implement, and document processes and procedures to
perform analyses of threal alerts and ensure coordination with other organizations (e.g.,
intelligence, law enforcement}.

5.2.5 The Contractor shall catalog and photograph the relevant characteristics of each image,

such as weioht and tvne of cxplosivd {(h)3148 US C 8§ 114{r)
(0)(3)49 US.C.§ 11400 |power source type (b)3)40 US.C.§ 114()
l (bY3)40 USC § 1141 | container, (bY3)40 USC § 114(1)
data.

5.2.6 The images shall meet the following criteria:
5.2.6.1 The image of threat 1tem is complete.
5.2.6.2 The image will be of a high quality to ensure no distortion due Lo pixelation,
snow, blurring, etc.
5.2.6.3 IED and other threat article components can be identified. (Depending on the
level of IED dilficulty, some components may nol be visible. However, the explosive
charge will, at a minimum, be visible plus one other component.) At the direction of the
TSA, the TML shall also create TIP images of individual IED threat components or
disassembled IEDs.
5.2.6.4 Each image file will maintain consistent viewpoint angle and rotation across TRX
or AT Platforms..
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5.2.6.5 No other object i1s creating an opaque area within the image (applicable to TBD
situations for rapid response training items that may include CTIs).
5.2.6.6 The processed image is an accurate representation of the intended target difficulty
level for the operator.

5.2.7 The Contractor shall submit images to the TSA TIP program manager for review and
approval as specified In 5.6. Task B Deliverables Table Government Review column . TSA will
utilize the criteria listed above to determine acceptance, If any images are rejected, the
Contractor shall perform follow-up work to develop replacement images that conform to the
general specifications of the rejected image(s), correcling any identified deficiencies in the
process in the next scheduled volume.

5.2.8 The Contractor shall conduet image reviews (not to exceed two (2) during Period of
Performance) upon TSA request. Image reviews will be conducted using the Threat Image
Library (TIL) or mutually agrecable format.

5.2.9 The Contractor shall audit and maintain the previously develeped Configuration
Management Plan, in addition to the analysis of images within the TIP Library. This includes a
listing of all library images and monthly volumes. The audit and configuration management
should include a detail description of the changes, due to SOP or procedural changes, and issues
found during the audit. Each audit report shall identify issues and a correclive action plan.

5.3 TIP Library Management and Distribution {CLIN 0006 FFP)

5.3.1 The Contractor shall support TIP library updates for both standalone and networked
Transportation Security Equipment {TSE). This includes tasks such as development of image
libraries, quality control and coordination with OEMs, production and distribution of library
update packages to airports.

5.3.2 The contractor shall produce one (1) library update annually.

5.3.3 The library maintenance and updates shall support the following platforms:

5.3.3.1 RAPISCAN 520 LEGACY
5.3.3.2RAPISCAN TRX-U

5.3.3.3 RAPISCAN STIP

5.3.3.4 STIP SERVER

5.3.3.5 SMITHS 6040/7555 LEGACY
5.3.3.6 SMITHS STIP/TRX-U

5.3.3.7 SMITHS aTiX

5.3.3.8 RAPISCAN 620DV

5339 L-3 ACXMY

5.3.4 The contractor shall support all systems, including:

5.3.4.1 TIPLIB10012007 STIP/TIP1A/TRX-U (October 20073
5.3.4.2 TTIPLIBO7152008 LEGACY (July 2008}

5.3.43 TIPLIBO4102009v] (April 2009 aTlx Library)

5.3.4.4 TIPLIB20070920 Rapiscan TRX-U/STIP (October 2007)
5,345 TIPLIBD1172011 (Smiths AT-1)

5.3.4.6 LTIPLIBOL172011 (L-3 ACXMYV April 2011 AT Library)
5.3.4.7 RTIPLIBO1172¢311 (Rapiscan AT-2 Library)

5.3.4.8 STIPLIB01172011 (Smiths AT-2 Library)

5.3.4.9 TIPLIB06302011
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5.4 TIP Data Analysis, Reporting, and Operational Support (CLIN 0006 FFP)
NOTE: Release of Technical Data .

No information, oral or written, concerning TIP made pursuant under this contract shall be
published or released to the public without the prior written approval of both the TSA Program
Manager and the TSA Contracting Officer.

The contractor shall NOT release information within the government without prior written
approval of the Technical Monitor (TM),

5.4.1 The contractor shall manage, store, and analyze TIP data and provide project management
support to OSC in the areas of imaging and explosive detection technologies.

5.4.2 The Contractor shall develop program documents, plans, procedures, reports, studies, and
analyscs, to support TSA performance plans and to document results.

5.4.3 The Contractor shall develop and maintain program schedules and track/report progress of
program performance. The Contractor shall analyze critical paths and provide recommendations to
reduce risk and ensure schedule success, The Contractor shall support the review of project plans for
accuracy regarding cost, schedule and technical risks by providing analysis of proposcd plans. The
Contractor shall identily and manage risks and changes (o the plan (risk management and change
control).

5.4.4 The Contractor shall assist TSA with coordination of program plans and objectives with other
organizations and stakeholders.

5.4.5 The Contractor shall monitor efforts which will ensure proper execution of TSA approved
projects and that project activities arc 1in line with the overall program plan.

5.4.6 The Contractor shall develop and revise operational requirements and conduct special studies
and technical analyses in the development of requirements.

5.4.7 The Contractor shall support TSA with the coordination between DHS and other domestic and
international partner organizations to identify threats, vulnerabilities and operational considerations to
improve TSA security officer image interpretation training and testing.

5.4.8 The Contractor shall support the coordination and resolution of critical decisions and corrective
actions.

5.4.9 The Contractor shall develop and deliver presentations (e.g. PowerPoint}, training, and other
materials, as well as the duplication, and distribution of these materials. TSA estimates two (2)
presentations a month,

5.4.10 The Contractor shall analyze the TIP x-ray image library to identily performance trends and
provide recommendations. for library updates and performance improvements (Semiannually).

5.4.11 The Contractor shall provide x-Ray image library performance analysis to support library
management decisions with regard to individual or groups of x-ray images.

5.4.12 The Contractor shall provide Subject Matter Experts (SME) to support theoretical research,
object recognition, statistical design tasks.

5.4.13 The Contractor shall collect, consolidate, and track program action items {¢.g., capturce actions
from TIP IPT meetings) as well as actions assigned via email or lelephone requests and consolidate
them in an action item tracking spreadsheet.
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5.4.14 The Contractor shall be required 1o develop {lyers/lact sheels, guides and manuals in support
of TTP program objectives. TSA estimates one per month,

5.4.15 The Coutractor shall conduct TIP systems integration, TIP systems engineering, operations
research, data modeling, human factors research and analysis. At a minimum, this will include
monthly importing of raw TIP data into the TIP database, checking for data mconsistencies and
duplication of data, and reporting descriptive statistics on TIP performance and compliance.

5.4.16 The Countractor shall coordinate and conduct field demonstrations and pilot projects evaluating
technologies and image training effectiveness and suitability under realistic operational conditions.
The contractor shall identify airports to be visited, the purpose of the visit, and any administrative and
other resource requirements of the airports.

5.4.17 The Contractor shall analyze TIP performance data and coordinate the training function with
the technology deployment function to prepare for the use of new technologies in the field, and
support the evaluation and application of training on existing technologies.

5.4.18 The Contractor shall assist in the coordination of pilot activities with TSA and appropriate
industry and government stakcholders/partners as requested.

5.4.19 The Contractor shall develop two semi-annual reports which provide in-depth analyses on TIP
performance at the national, area, category, and airport levels. Additionally, the report shall include
list of Best, Most Improved, and Most Room for Improvement (MRFT) performance levels. The
MRFI report shall be delivered one (1} month after the semi-annual report.

5.4.20 The Contractor shall provide the fellowing reports each month. These reports {including their
format) are SSI. TSA will provide under separate cover a sample format for each report. TIP Monthly
reports shall be due on the first Friday following 30 calendar days from when raw data is received.
The contractor will provide the TSA TIP program manager with information regarding missing or
incomplete dala 5 business days prior (o report completion.

5.4.20.1 TIP Monthly Data Analysis Report — This report will consist of TIP compliance and
performance data organized in the following sections: Introduction, Scope, Quality and
Quantity of Data, Summary Analysis, Airport Analysis Detail, and Privatized Airport
Analysis.

5.4.20.2 TIP Performance Report for Security Operations (OSO): Spreadsheet listing the
most recent month’s non-TIP alarm rates, TIP detection rates (overall and by threat type), and
number ol TIP presentations [or each airport.

5.4.20.3 Non-compliance list for Security Operations (OSO}: Spreadsheet listing percent of
each airport's shifts exceeding 20, 30, and 40 minutes in duration; TRX/AT machines where a
screener accounts {for over hall of all bags processed; and TRX/AT machines that are not in
compliance with TSA ratio guidelines.

5.4.20.4 Data inventory list: - List showing files for cach reporting TRX/AT machine and
indicating airport, airport calegory, and airport area 1o which the machine is assigned. Also
includes detailed list of problems noted in raw TIP data; pivot tables showing number of
TRX/AT machines reporting by airport and by TRX/AT type; and summary table showing
the numnber of reporting TRX/AT Tliles by [ile number and TRX/AT type.

5.4.20.5 TIP input to Key Metrics Report: Spreadsheet presenting national level non-TIP

alarm and TIP detection rates {overall and by threat type} for the past year. . Also includes
lists of the top and bottom ten airports in terms of detection performance.
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5.4.20.6 Comparison data {or the Screening Partnership Program (SPP): Non-TIP alarm and
TIP detection rates (overall and by threat type) for SPP airports, airport category and area
averages, and national averages.

5.4.20.7 Ad hoc reports as requested by TSA. TSA estimates three (3) per month..

5.5 Special Project Reports (CLIM 0007 T&M)

The contractor shall be required to provide special project reports, conduct TIP related studies; design
special studies; and provide support to special studies. TSA expects the contractor to perform these
activities four (4) times during this POP.

5.6 Task B Dcliverables

Number | Item Due Date Recipient Government
Review
| TIP Library Update TBD. Airports 2 business days
Disks
2 TIP Monthly Data TIP Monthly reports Task B TM 2 business days
Analysis Report shall be due on the first
Friday following 30
calendar days from when
raw data is received.
3 TIP Performance Report | TIP Monthly reports Task B TM. 2 business days
for OSO shall be due on the first
Friday following 30
calendar days from when
raw. data is received.
4 Non-Compliance List for | TIP Monthly reports Task B TM 2 business days
0s0 shall be due on the first
Friday following 30
calendar days from when
raw. data is received.
5 Data Inventory List TIP Monthly reports Task B TM 2 business days
shall be due on the first
Friday following 30
calendar days from when
raw data is received.
6 TIP Input to Key Metrics. | TIP Monthly reports, Task B TM. 2 business days
Report shall be due on the first
Friday following 30
calendar days from when
raw. data is received.
7 Comparison Data for TTP Monthly reports Task B TM 2 business days

SPP

shall be due on the first
Friday following 30
calendar days from when
raw data 1s received.
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8a, 8b, Special TIP As needed Task B TM 5 business days

c, etc. Studies/Reports

9 Configuration Audit June 4, 2012 Task B TM 5 business days
Report

10 Corrective Action Plan June 4, 2012 Task B TM 5 business days

11 Presentations As needed Task B TM 2 busingss days

12 Flyers/fact sheets, Guides | As needed Task B TM 2 business days
and Manuals

13A&B | TIP Semi-Annual Report | A April 2,2012 Task B TM 5 business days

B October 1, 2012
14A&B MRFI (Best, Most A May 1, 2012 Task B TM 5 business days

Improved, and Airports
with Most Room for
Improvement) Report

B November 1, 2012

5.7 Inspection and. Acceptance Criteria

See Section 4.2

6. Task C Image Development and Image Library

NOTE: Release of Technical Data .

No information, oral or written, concerning assessment data made pursuant under this contract
shall be published or released to the public without the prior written approval of both the TSA
Program Manager and the TSA Contracting Officer.

The contractor shall NOT release information within the government without prior written
approval of the Technical Monitor (TM).

6.1 General

6.1.1 The overall structure of Task C is as follows:

6.1.1.1 Ad-hoc Image Development

6.1.1.2 TRX and Advanced Technology (AT) Image Requirements

6.1.1.2.1 TRX and AT Traming Image Requirements

6.1.1.2.2 TRX and AT Assessment Image Requirements

6.1.1.3 Auto-EDS Requirements

6.1.1.3.1 Auto-EDS Training Image Requirements

6.1.1.3.2 Auto-EDS Assessment Tmage Requirements

6.1.1.4 Explosive Detection Systems (EDS) Requirements

6.1.1.4.1 EDS Training Image Requirements

6.1.1.4.2 EDS Assessment Image Requirements
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6.1.1.5 Assessment Image Pilot Requirements
6.1.2 Image development shall occur on multiple technologies and machine types:
6.1.2.1 TRX/AT Machine Types
6.1.2.1.1 Perkin-Elmer (LS110-I) TRX
6.1.2.1.2 L-3 Phase II (LS-110-1T) TRX
6.1.2.1.3 Rapiscan (5320 series) TRX
6.1.2.1.4 Rapiscan TRX-U TRX
6.1.2.1.5 Smiths Heimann TRX
6.1.2.1.6 Rapiscan 620DV AT
6.1.2.1.7 Smiths 6040 aTiX
6.1.2.1.8 L-3 ACXMV AT
6.1.2.2 Auto-EDS Machine Types
6.1.2.2.1 Analogic Cobra (Both CB and CP format)
6.1.2.2.2 Reveal Fusion (Both CB and CP format)
6.1.2.3 EDS Machine Types (Legacy)
6.1.2.3.1L33DX
6.1.2.3.2 MDI 2555 & 8000
6.1.2.3.3 Reveal CT-80
6.1.2.4 EDS Machine Types (Emerging)
6.1.2.4.1 L3 6600 & 6600 ES
6.1.2.4.2 Analogic XLB & §X
6.1.2.4.3 MDI 5800, 9400, 9800 & 9800
6.1.2.4.4 Reveal DR +

6.1.3 Attachment A, Task C Image Requirements Matrix, provides a detailed mapping of images
to specilic lechnologies.

6.1.4 The contractor shall:

6.1.4.1 Produce, acquire, and/or develop sccurity screcning training, testing and
assessiment images.

6.1.4.2 Provide image development support for existing Threat Image Projection (T1P)
Ready X-Ray (TRX), Advanced Technology (AT), Explosives Detection Systems (EDS),
and/or Auto-EDS equipment.

6.1.4.3 Schedule and pilot assessment images.
6.1.4.4 Distribute images via the appropriate administration platform.

6.1.4.5 Provide expertise to analyze image performance and conduct analysis at the
component, sub-component levels of the various types of threat items.
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6.1.4.6 Package screening training, testing and assessment images into consolidated
libraries, sessions, or distributions for use in simulators or the appropriate administration
platform.

6.1.4.7 Provide library management support for existing Threat Image Projection (TIP}
Ready X-Ray (TRX), Advanced Technology (AT), Explosives Detection Systems (EDS),
and/or Auto-EDS equipment.

6.1.4.8 Tdentify, classity, and manage images and associated data within the Threat Image
Library (TIL). Review the images contained within the TIL and recommending the
removal and archiving of obsolete images.

6.2 Ad-hoc Image Development (CLIN 0008 T&M)

6.2.1 The contractor shall develop training images, as required by TSA, to support specialized
security traiming programs, such as, New Hire Training Program, Basic Screener Training,
Recurrent Training, Advanced Training, and Emerging Technologies.

6.2.2 The contractor shall deliver images in human readable format (i.e. jpg or other common
image format) via CD or other TSA approved media.

6.2.3 Government Furnished Equipment (GFE): The contractor shall assume that materials
required for this effort are available from Task A.

6.2.4 The contractor shall provide a labor category and labor hour breakdown for any technical
direction requested under this CLIN, and receive TSA approval to proceed prior to commencing
any work, unless otherwise directed by TSA.

6.3 TRX and Advanced Technology (AT) Image Requirements (FFP CLIN (J0(9)

6.3.1 TRX and AT Training Image Capturc Requirements

6.3.1.1 The contractor shall capture 1000 clear bags and 300 fictional threat images (FTI)
for TRX Simulator to augment the TRX and AT training library.

6.3.1.2 Images shall be captured in volumes: clear bags will be 100 images per volume
and FTIs shall be captured in 30 image volumes upon award. Images shall be delivered
monthly on CDs in .jpg format.

6.3.1.3 Threat images shall be accompanied with Threat Information Files (TIFs) and
clear bag images shall be accompanicd with Bag Information Files (BIFs).

6.3.1.4 The contractor shall angment the existing TRX Simulator training library with
1,000 new clear bag images and 300 new fictional threat images (FT1s).

6.3.1.5 The clear bag images shall contain Bag Information Files {BIFs) that consist of a
visual picture of the bag and its contents, and a description of the items contained within

the bag.

6.3.1.6 The threat bag images shall contain Threat Information Files (TIFs) that consist of
both a visual and x-ray picturc of the threat, and a description of the threat item.

6.3.1.7 The clear bag and threat images shall be accessible in all TRX and AT simulation
modules of TRX Simulator. The contractor shall develop an Altiris delivery package to
upload the images.

6.3.2 TRX and AT Assessment Image Requirements
6.3.2.1 FY 2013 Test Distribution Requirements — TRX Simulator
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6.3.2.1.1 The contractor shall finalize FY 2013 Test Distribution based on TSA’s,
image analysis. The Test Distribution will consist of Image Interpretation Tests
(IIT). Image Mastery Tests (IMT), and Image Mastery Assessments (IMA). TSA
will provide final test design for TRX Simulator thirty calendar days prior to
delivery.

6.3.2.1.2 The contractor shall provide a DVD solution for installing the TRX
Simulator 2013 Test Dhistribution and an Altiris push.

6.3.2.1.3 The contractor shall provide a translate data method that transmits all
image test (IIT, IMT, IMA) results to the PASS Online.

6.3.2.1.4 The contractor shall provide a translate data method that transmits the
IIT and IMT image test results to TSA’s Online Learning Center (OLC). The
OLC will launch TRX simulator using the current applet method and the
contractor shall send the data to the return address provided by OLC without
further logging or error checking.

6.3.2.1.5 The contractor shall ensure that all IIT/IMT/AMA assessment files arc
transmitted and stored on the contractor’s website. These assessment files may
be removed to permanent storage and accessible for at least seven years.

6.3.2.2 Technical Support Requirements

6.3.2.2.1 The contractor shall provide technical support for TRX Simulator in the
setup and delivery of assessments.

6.3.2.2.2 The contractor shall track and report on Help Desk activity using
alrcady cstablished tracking procedures.

6.3.2.2.3 The contractor shall assist with OHC to ensure assessment results are
recorded properly into PASS Ounline. |

6.3.2.3 The FY2013 Test Distribution will consist of the following tests and quantitics:

6.3.2.3.1 Three (3) LIT tests for cach machine type. Each test will contain the
exact same images and testing criteria (i.e. image time, session time, scoring
criteria, etc.), with only minor adjustments to communications settings if
appropriate and will include 75 images.

6.3.2.3.2 Five (5) IMT tests for each machine type. Each test will be exactly as it
appears today with only minor adjustments to communications settings if
appropriate and will include 100 images.

6.3.2.3.3 Three (3) IMA tests for each machine type. Each test will consist of
100 images selected by TSA for that particular test.

6.3.2.4 The contractor shall develop three (3) IMA tests using the three (3) extra TMAs
that were 1nitially included in the 2012 test distribution. These IMA tests would need
renamed [or the 2013 Test Distribulion.

6.3.2.5 TSA will provide all optional settings required for the test distribution.

6.4 Auto-EDS Requirements (FI'P CLIN 0009, unless specified as OPTION A CLIN 0010 in6.4.2.2.2,

6.4.2.2.5 and 6.7.2)

6.4.1 Auto-EDS Checked Baggage (CB) Training Image Requirements

6.4.1.1. Analogic Cobra (CB) Image Requirements
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6.4.1.1.1 Analogic Cobra (CB) Training Image Requirements
6.4.1.1.1.1 The contractor shall capture 420 Auto-EDS (raining images..

6.4.1.1.1.1.1 The contractor will provide Curriculum Developers
with 150 images for use in developing training materials. These
images should be delivered in human readable (i.e. jpg or
similar image format).

6.4.1.1.1.1.2 One 10-image demo session
6.4.1.1.1.1.3 One 40-image training session
6.4.1.1.1,1.4 Six 20-image training sessions

6.4.1.1.1.1.5 One hundred spare images

6.4.1.1.1.2 Images shall be as follows:] cleary]...—kuspect;}...
obvious.

AB)AFAE UBE.
CEELIG]

6.4.1.1.1.4 The contractor shall create the sessions to be used via the
OEM simulator, or other appropriate platform.

6.4.1.1.1.5 Threat images shall be accompanied with Threat Information
Files (TIls) and Bag images shall be accompanied by, Bag Information
Files (BIFs).

6.4.1.1.2 Analogic Cobra (CB) Assessment Image Requirements

6.4.1.1.2.1 The contractor shall capture 200 Auto-EDS assessment
images to use for OQTs.

6.4.1.1.2.2 Images shall be as followy - s-l-eu-r-i- """ ""I-ﬁu:spm‘* ------------------- o fEi%}%? &%ﬁg;@;

obvious.

6.4.1.1.2.3 The bags used for image capture shall closely match previous
OQT images captured for Auto-EDS equipment, using the catalogued
inventory ol bags and items..

6.4.1.1.2.4 The contractor shall work with TSA (o devise the best
possible platform for delivery of images that are not currently supported
by a simulator.

6.4.1.1.2.5 The contractor shall support TSA’s work with the OEM for
the specific TSE to ensure images captured will reliably reproduce on
OEM provided simulators. OEMs will test the images as they are
developed and confirm their suitability with the specific TSE and
Simulator.

6.4.1.1.2.6 The contractor shall support TSA’s work with the OEMs to
develop load protocols that effectively load the images into the
simulators and establish test protocols for OEMs to validate that the load
protocol works effectively with the TSE or associated simulators. To the
maximum extent possible, limited by. the simulator or TSE, The
contractor shall work to develop an auto-run DVD that retains images in
encrypted form precluding users from viewing images directly from the
DVD.
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6.4.1.1.2.7 Threal images shall be accompanied with Threat Information

Files (TIFs) and Bag images shall be accompanied by Bag Information
Files (BIFs).

6.4.1.1.3 EDS Assessment Software/Hardware Requirements — OEM Simulator

6.4.1.1.3.1 The contractor shall design, develop and implement software
to capture assessment results on the OEM simulator and deliver the
resulting data to a TSA approved repository (currently OLC). TSA will
provide the contractor with a direct post method to the OLC or
alternative storage site that currently accepts a direct post of data. The
software development activity for this effort will be performed under
CLIN 0018 (T&M) as the software to be integrated does not exist today.

6.4.1.1.3.2 The contractor shall maintain under configuration control,
master hard drives {one master and one backup) that can be replicated
and installed on necessary simulator hardware. All simulator hardware
will be Government Furnished Equipment (GFE),

6.4.1.1.4 EDS Technical Support Requirements

6.4.1.1.4.1 The contractor shall provide technical support to OTT for
OEM Simulator in the setup and delivery of assessments.

6.4.1.1.4.2 The contractor shall track and report on Help Desk activity
using already established tracking procedures.

6.4.1.1.4.3 The contractor shall assist with OHC and its Contractors to

cnsure asscssment results are recorded properly into PASS Online.
6.4.1.1.5 OQT Delivery. After capturing the 200 assessment images, TSA will
select 130 images to be used for developing the QQT:

6.4.1.1.5.1 The contractor shall develop three (3) OQT assessments
consisting of 50 images each. TSA will provide the contractor with the
final list of images to be included in each OQT.

6.4.1.1.5.2 Each OQT will consist of ..Elearimages larm. images

(L)3)48 USC.

(RN A e W —— ang-— bvious threats.
§ 1144

6.4.1.1.5.3 The contractor shall create the assessment session to be used
via the OEM simulator, or other appropriate platform.

6.4.1.1.5.4 Since only 150 assessment images arc being captured to
support the OQTs, any unused images will result in TSA using some
assessment images in several OQTs.

6.4.1.2 Reveal Fusion (CB) Image Requirements
6.4.1.2.1 Reveal Fusion (CB) Training Image Requirements
6.4.1.2.1.1 The contractor shall capture 420 Auto-EDS training images.

6.4.1.2.1.1.1 The contractor will provide Curriculum Developers
with 150 images for use in developing training materials. These
images should be delivered in human readable (i.e. jpg or
similar image format).

6.4.1.2.1.1.2 Onc 10-image demo session
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6.4.1.2.1.1.3 One 40-image lraining session
6.4.1.2.1.1.4 Six 20-image raining sessions

6.4.1.2.1.1.5 One hundred spare images

6.4.1.2.1.2 Images shall be as follows clear] -k uspeet] o
cbvious.

6.4.1.2.1.4 The contractor shall create the sessions to be vsed via the
OEM simulator, or other appropriate platform.

6.4.1.2.1.5 Threal images shall be accompanied with Threat Information

Files (TIFs) and Bag images shall be accompanied by Bag Information
Files (BIFs).

6.4.1.2.2 Reveal Fusion (CB) Assessment Image Requirements

6.4.1.2.2.1 The contractor shall capture 200 Auto-EDS assessment
images to use for OQTs.

6.4.1.2.2.2 Images shall be as followsl """""" klear] —lsuspeets| - foom{BHEEAE U.B.C.
obvious. §1140)

6.4.1.2.2.3 The bags used lor image capiure shall closely match previous
OQT images captured for Aute-EDS equipment, using the catalogued
inventory of bags and items.

6.4.1.2.2.4 The contractor shall work with TSA to devise the best
possible platform for delivery of images that are not currently supported
by a simulator.

6.4.1.2.2.5 The contractor shall support TSA’s work with the OEM for
the specific TSE to ensure images captured will reliably repreduce on
OEM provided simulators. OEMs will test the images as they are
developed and confirm their suitability with the specific TSE and
Simulator.

6.4.1.2.2.6 The contractor shall support TSA™s work with the QOEMS to
develop load protocols that effectively load the images into the
simulators and cstablish test protocols for OEMSs to validate that the load
protocol works effectively with the TSE or associated simulators. To the
maximum extent possible, limited by the simulator or TSE, The
contractor shall work to develop an auto-run DV D that retains 1images in
encrypted form precluding users from viewing images directly from the

DVD.

6.4.1.2.2.7 Threat images shall be accompanied with Threat Information
Files (TIFs) and Bag images shall be accompanicd by Bag Information
Files (BIFs).

6.4.1.2.3 EDS Assessment Software/Hardware Requirements — OEM Simulator

6.4.1.2.3.1 The contractor shall design, develop and implement software
to capture assessment results on the OEM simulator and deliver the
resulting data to a TSA approved repository (currently OLCY. TSA will
provide the contractor with a direct post method to the OLC or
alternative storage site that currently accepts a direct post of data. The
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software developrent activity for this elTort will be performed under
CLIN (0018 (T&M) as the software to be integrated does not exist today.

6.4.1.2.3.2 The contractor shall maintain under configuration control,
master hard drives {one master and one backup) that can be replicated
and installed on necessary simulator hardware. All simulator hardware
will be Government Furnished Equipment (GFE).

6.4.1.2.4 EDS Technical Support Requirements

6.4.1.2.4.1 The contractor shall provide technical support to OTT for
OEM Simulator in the setup and delivery of assessments.

6.4.1.2.4.2 The contractor shall track and report on Help Desk activity
using already established tracking procedures.

6.4.1.2.4.3 The contractor shall assist with OHC and its Contractors to
ensure assessment results are recorded properly into PASS Online.

6.4.1.2.5 OQT Delivery. After capturing the 200 assessment images, TSA will
sclect 150 images to be used for developing the OQT:

6.4.1.2.5.1 The contractor shall develop three (3) OQT assessments
counsisting of 30 images each. TSA will provide the contractor with the
final list of images to be included in each OQT.

6.4

1.2

5.2 Each OQT will consist o-le&r---i-m-a-ges ------ Blarm.images

(bX3348USC,

bvious threats,

6.4.1.2.5.3 The contractor shall create the assessment session to be used
via the OEM simulator, or other appropriate platform.

6.4.1.2.5.4 Since only 150 assessment images are being captured to
support the OQTs, any unused images will result in TSA using some
assessment images in several OQTs.

6.4.2 Auto-EDS Check Point (CP} Training Image Requirements

6.4.2.1 Analogic Cobra (CP) Image Requirements

6.4.2.1.1 Analogic Cobra (CP} Training Image Requirements

6.4.2.1.1.1 Since all required 1mages have been already caplured, there
are no image capture requirements.

6.4.2.1.2 Analogic Cobra (CP} Assessment Image Requirements

6.4.2.1.2.1 The contractor shall create an FY2012 Test Distribution lor
the Auto-EDS Analogic COBRA (CP) machine type using previously
piloted IIT and IMT Auto-EDS COBRA (CP) images (the images were
piloted for HT/IMT test creation under the previous PoP). The FY2012
Auto-EDS COBRA (CP) distribution will consist of the following tests
and quantities:

6.4.2.1.2.1.1 Two (2) IIT tests. Each test will consist of 75
images, and have already been developed under Task Order 12.

6.4.2.1.2.1.2 Three (3) IMT tests. Each test will consist of 100

images, and have already been developed under Task Order 12.
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6.4.2.1.2.1.3 Three (3) IMA tests. Each test will consist of 100
images selected by TSA for that particular test.

6.4.2.1.2.1.4 The contractor shall develop the 3 IMA tests using
the test design provided by TSA.

6.4.2.1.2.1.3 TSA will provide all optional settings required for the test
distribution.

6.4.2.2 Reveal Fusion (CP} Image Requirements

6.4.2.2.1 Reveal Fusion (CP} Training Image Requirements

6.4.2.2.1.1 The contractor shall capture 200 Auto-EDS training images.

6.4.2.2.1.1.1 The contractor will provide Curriculum Developers
with 100 images for use in developing training materials. These
images should be delivered in human readable (i.e. Jpg or
similar image format).

6.4.2.2.1.1.2 One 1(-image demo session
6.4.2.2.1.1.3 One 40-image lraining session

6.4.2.2.1.1.4 One 50-image raining sessions

6.4.2.2.1.2 Images shall be as follows|{ ~—felear]{ —|threat{f — |=w£51@§<$§;4%§@

(hNF40 USC. §1144)

6.4.2.2.1.3 The contractor shall create the sessions 1o be used via the
OEM simulator, or other appropriate platform.

6.4.2.2.1.4 Threat images shall be accompanied with Threat Information
Files (TIFs) and Bag images shall be accompanied by Bag Information
Files (BIFs).

6.4.2.2.2 Reveal Fusion (CP) Assessment Image Requirements (OPTION A
CLIN (010FFP)

6.4.2.2.2.1 The contractor shall capture 750 Aulo-EDS assessment

images.

6.4.2.2.2.1.1 Images shall be as follows] --jel-e-a-r-] —hweal.. _()3)48 USE.
§ 114(1}

(hNF40 USC. §1144)

6.4.2.2.2.1.2 Images should be captured for the Reveal Fusion.

6.4.2.2.2.1.3 The images should be captured in Check Point (CP)
configuration,

6.4.2.2.2.1.4 Threat images shall be accompanied with Threat
Information Files (TIFs) and Bag images shall be accompanied
by Bag Information Files (BIFs).

6.4.2.2.3 Auto-EDS Assessment Software/Hardware Requirements — OEM

Simulator

6.4.2.2.3.1 The contractor shall design, develop and implement software
to capture assessment results on the OEM simulator and deliver the
resulting data to a TSA approved repository (currently OLCY. TSA will

provide

the contractor with a direct post method to the OLC or
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allernative storage site that currently accepts a direct post of data. The
software development activity for this effort will be performed under
CLIN 0018 (T&M) as the software to be integrated does not exist today.

6.4.2.2.3.2 The contractor shall maintain under configuration control,
master hard drives (one master and onc backup) that can be replicated
and installed on necessary simulator hardware. All simulator hardware

will be Government Furnished Equipment (GFE).
6.4.2.2.4 Auto-EDS Technical Support Requirements

6.4.2.2.4.1 The contractor shall provide technical support to OTT for
OEM Simulator in the setup and delivery of assessments.

6.4.2.2.4.2 The contractor shall track and report on Help Desk activity
using alrcady cstablished tracking procedures.

6.4.2.2.4.3 The contractor shall assist with OHC and its Contractors to
ensure assessment results are recorded properly into PASS Online.

6.4.2.2.5 Auto-EDS FY2013 Test Distribution Requirements (OPTION A CLIN
0010FFP)

6.4.2.2.5.1 The contractor shall create an FY2(13 Test Distribution for
the Auto-EDS Reveal Fusion (CP) machine type. The FY2013 Auto-
EDS Reveal Fusion (CP} distriibution will consist of the following tests
and quantities:
6.4.2.2.5.1.1 Two (2) ITT tests. Each test will consist of 75
images selected by TSA for that particular test.

6.4.2.2.5.1.2 Three (3) IMT tests. Each test will consist of 100
images selected by TSA for that particular test.

6.4.2.2.5.1.3 Three (3) IMA tests. Each test will consist of 100
images sclected by TSA for that particular test.

6.4.2.2.5.1.4 The contractor shall develop the 3 IMA tests using
the test design provided by TSA.

6.4.2.2.5.1.5 TSA will provide all optional settings required for
the test distribution.

6.4.2.2.5.2 TSA will provide all optional settings required for the
test distribution.

6.5 Explosives Detection Systems (EDS) Requirements (FFP CLIN 0011)
6.5.1 EDS/Auto-EDS Bag Preparation and Storage Requirements

6.5.1.1 The EDS Program requires that the same bag, contents, and conliguration be used
for the capture of images across all legacy EDS equipment and any emerging EDS
equipment that is selected for use by TSA.

6.5.1.2 The contractor shall prepare and storcags for use in image capture in
support of 6.5.2. This bag sct must remain separate from the assessment image capturce
bag set.
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6.5.1.3 The contractor shall prepare and store)4) pbags for use in image capture in
support of 6.5.3. This bag set must remain separate from the training image capture bag
set.

6.5.1.4 The contractor shall make the following considerations:

6.5.1.4.1 If a bag has been prepared and images have been captured for the
legacy equipment, then the contractor should store for future use in emerging
platforms.

6.5.1.4.2 It a bag has been prepared but images have not been captured, then the
contractor should capture the images on the legacy equipment, then store for
future use in emerging platforms.

6.5.1.4.3 If images have been captured on the legacy equipment, and the bag has
been disassembled, the contractor should reassemble the bag, then store for
future use or demonstrate the ability to reliably reproduce the bag for use in
emerging platforms.

6.5.1.4.4 Upon completion of the above, the contractor should prepare and store
any additional bags required in order to mecet the quantitics specified in 6.5.1.2
and 6.5.1.3.

6.5.1.6 Stored bags may be temporarily disassembled for usc in other projects, but must
be reassembled prior to returning them to storage.

6.5.1.7 Bags shall approximate the fo]lowingi ----------- I(s-]e-ar.i ----------------- ---{u-wpm'r shvious, (b)(3)48 L.8.C.
§714()

6.5.1.8 If the contractor is unable to store the quantities requested in 5.5.1.2 and 5.5.1.3,
then the contractor shall show how many bags may be stored, and propose a viable
alternative to ensure that the remaining images meet the needs of TSA in terms of image
comparability.

6.5.2 EDS Traming Image Capture Requirements
6.5.2.1 The contractor shall capture 420 EDS training imagces.

6.5.2.1.1 The contractor will provide Curriculum Developers with 150 images for
usc 1 developing training materials. These images should be delivered 1n human
readable (i.e. .jpg or similar image format).

6.5.2.1.2 One 10-image demo session
6.5.2.1.3 One 40-image training session

6.5.2.1.4 Six 20-imagc training scssions

6.5.2.1.5 One hundred spare images

§ I OBV S

(Bl(3148 U 8.6,
§114(F)

6.5.2.3 The contractor shall create the sessions to be used via the OEM simulator, or
other appropriate platform. The contractor shall work with TSA 1o devise the best
possible platform for delivery of images that are not currently supported by a simulator.

6.5.2.4 All bag images shall be accompanied with Combined Alarm Image (CAI) files.
CAls contain a photo of the bag alarm object, ancillary alarms and contents, along with a
screen capture. A fully documented CAl includes the energy files and screen shots from
all EDS platforms supported. The combined alarm object {AQOs plus clutter} must
consistently alarm on all machines.
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6.5.2.5 Threat images shall be accompanied with Alarm (Object) Information Files
(AIFs). An AIF is a human readable .JPG that has the x-ray image from the EDS
machine with callouts of the items that make up the alarm object. Also in the file is a
picture of alarm object and the decision that makes the alarm object clear, suspect or
obvious.

6.5.3 EDS Assessment Image Capture Requirements
6.5.3.1 The contractor shall capture 200 EDS assessment images to use for OQTs.

6.5.3.1.1 The contractor shall develop three (3) OQT assessments consisting of
50 images each. TSA will provide the contractor with the final list of images to

be included in each OQT.
6.5.3.1.2 Each OQT will consist oi| }ulcm images alarprimagess-andl- ihii@g??é%ﬂé €
obvious threats.
bi3148 U S C. 6.5.3.2. Images-shall-be-as followsd- clear] — ‘--us-pee-t-i-- If‘bvi ous (b}3}48 USEC.
§ 1144 511401

6.5.3.3 The contractor shall create the sessions to be used via the OEM simulator, or
other appropriate platform. The contractor shall work with TSA to devise the best
possible platform for delivery of images that are not currently supported by a simulator.

6.5.3.4 All bag images shall be accompanied with Combined Alarm Image (CATl) files.
CAls contain a photo of the bag alarm object, ancillary alarms and contents, along with a
screen capture. A fully documented CAl includes the energy files and screen shots from
all EDS platforms supported. The combined alarm object {AQOs plus cluttery must
consistently alarm on all machines.

6.5.3.5 Threat images shall be accompanied with Alarm (Object) Information Files
(AIFs). An AIF is a human readable .JPG that has the x-ray image from the EDS
machine with callouts of the items that make up the alarm object. Also in the file is a
picture of alarm object and the decision that makes the alarm object clear, suspect or
obvious.

6.5.3.6 EDS Assessment Software/Hardware Requirements — OEM Simulator

6.5.3.6.1 The contractor shall design, develop and implement software to capture
asscssment results on the OEM simulator and deliver the resulting data to a TSA
approved repository (currently OLC). TSA will provide the contractor with a
direct post method to the OLC or alternative storage site that currently accepts a
chreet post of data. The software development activity for this effort will be
performed under CLIN 0018 (T&M} as the soflware (o be integrated does not
exist today.

6.5.3.6.2 The contractor shall maintain under configuration control, master hard
drives (one master and one backup} that can be replicated and installed on
necessary simulator hardware. All simulator hardware will be Governrment
Furnished Equipment (GFE).

6.5.3.7 EDS Technical Support Requirements

6.5.3.7.1 The contractor shall provide technical support to OTT lor OEM
Simulator in the setup and delivery of assessments.

6.5.3.7.2 The contractor shall track and report on Help Desk activity using
alrcady cstablished tracking procedures.
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6.5.3.7.3 The contractor shall assist with OHC and its Contractors to ensure
assessment results are recorded properly into PASS Online.

6.5.4 EDS OSARP Mastery Assessment (OMA} Image Capture Requirements

6.5.4.1 The contractor shall prepare and capture 150 EDS assessment images to use for
OMAs.

6.5.4.1.1 The contractor shall capture the images across all four legacy platforms,

and deliver 150 images (.JPG or .PNG format) per platform.

6.5.4.1.2 The bag and threat requirements for each image set will be provided by
TSA OHC and mutually agreed to prior Lo the start of image capture.

6.5.4.2 The contractor should store the bags in case images must be captured later to
support emerging EDS platforms under 6.6. If the contractor is unable to store the bags,
then the contractor shall demonstrate the ability to reliably reproduce the bag for use in
emerging platforms. Upon completion of the Period of Performance for Task Order 18,
these bags will no longer need to be stored.

6.6 Explosives Detection Systems (EDS) Requirements (T&M CLIN 0012)

6.5.1 The contractor shall support for the {ollowing emerging platforms:
6.5. 1.1 L3 6600 & 6600 ES
6.5. 1.2 Analogic XLB & §X
6.5. 1.3 MDI 5800, 9400, 9800 & 9800e
6.5. 1.4 Reveal DR +

6.5.2 The support for the platforms listed in 6.5.1 shall be required only when the images files
that have previously captured for legacy equipment cannot be used to support the new
technologies.

6.5.3 The contractor shall use the same bags 0074 that have been vsed and stored for previously
captured EDS images under 6.5.

6.7 Assessment Image Pilot Requircments (T&M CLIN 0013)
6.7.1 The following platforms may require image assessment pilots:
6.7.1.1 Auto-EDS Machine Types
6.7.1.1.1Analogic Cobra (CB format only)
6.7.1.1.2 Reveal Fusion (Both CB and CP format)
6.7.1.2 EDS Machine Types (Emerging)
6.7.1.2.1 L3 6600 & 6600 ES
6.7.1.2.2 Analogic XLB & SX
6.7.1.2.3 MDI 5800, 9400, 9800 & 9800¢
6.7.1.2.4 Reveal DR +
6.7.2 The assessment image pilots will consist of either:

6.7.2.1 UT/IMTAMA (750 Images): Only for Reveal Fusion Check Point (CP) (OPTION
A CLIN 0010 FFP)
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6.7.2.2 OQT (200 Images): All other platforms listed in 6.7.1.

6.7.2.3 Whenever possible, mulliple platforms will be piloted simultaneously in order (o
reduce costs through synergy savings.

6.7.2.4 Due to the currently unknown and undefined requirements, and the potential for
synergy savings, the image assessment pilots will be priced under a Time & Materials
(T&M) CLIN. Once the requirements are known, the contractor shall provide an
estimate for each pilot.

6.7.3 General Assessment Image Pilot Requirements

6.7.3.1 The contractor shall develop a pilot design document to achieve the pilot
objectives for TSA approval. The contractor shall price a pilot model consistent with
past pilots assuming the ability to place resources where necessary, and when to achieve
the desired results within the fixed price labor proposed.

6.7.3.2 The contractor shall develop and pilot the assessments using an OEM simulator,
or other suitable platform. Pilot design for this activity will be in collaboration with OTT,
OHC and S&T experts.

6.7.3.3 The contractor shall assist TSA in defining image requirements to support pilot of
the assessment images.

6.7.3.4 The contractor shall provide the necessary software setup, hardware and logistics
to support the pilots and the retricval of results. The contractor shall utilize existing GFE
in Task Order 18 and Task Order 15 inventory (e.g., OEM simulators) for use on the pilot
when feasible. The contractor shall configure laptops, ship to airports, return to crystal
city for data cleaning, and then return to the TSC.

6.7.3.5 The contractor shall design and develop necessary reports for TSA to review pilot
findings in order to determine images for use in assessments. TSA will approve the
report design prior to running the reports and no further report runs will be necessary.

6.7.3.5 TSA will provide the number and type of “pilot users” for each image test or
assessment. TSA will provide the Test Demographic report as provided in previous pilot
in support of pilot design onc week prior to the pilot design meeting.

6.7.3.6 TSA will designate onc central location for administering the image assessment
pilots, if possible. If this is not possible, then the image assessment pilot will take place
at field airports, with the following considerations:

6.7.3.6.1 TSA will approve the pilot design while vetting the airports to
participate and confirming the final list of airports and quantity and type of users
for each airport that will be participating in the pilot. Alter airports have been
identified, the contractor shall coordinate with the TSA airport POC to notify the
airport of their assigned pilot testing dates.
6.7.3.6.2 TSA OHC will verify with the airport that the number and type of pilot
users are available 10 test at selected airports.
6.7.3.7 The contractor shall be prepared to pilot the image tests within 12 business days
from receipt of all of the following: approved tests, participating airports, and pilot users.
The contractor shall develop mutually agreed to fully integrated schedule which shall
govern all due dates throughout the pilot.

6.7.3.8 The contractor shall score cach test based on TSA supplied equations. Tests shall
be correctly scored, defect [ree, and of good quality.
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6.7.3.9 The contractor shall analyze pilot results and conduct a post pilol debriefing with
report that details the results of the pilot. This report will include only data relevant to
pilot goals and objectives and not include any test design materials.

6.7.3.10 The centractor shall determine the number of weeks required for proctor training
and pilot preparation.

6.7.3.11 The contractor shall provide image assessment suppoit to include:
6.7.3.11.1 Scheduling, administering (proctor) and analyzing pilot test results.

6.7.3.11.2 Technical expertise support during image review, development and
lest creation.

6.7.3.11.3 Pilot test support to include test administration, test equipment, test
media, and reporting results for analysis.

6.7.3.11.4 Subject Matter Expert (SME) Image and equipment expertise in
addition to analytical support of test results and data.

6.7.4 Assessment Image Pilot Software/Hardware Requirements — OEM Simulator

6.7.4.1 The contractor shall design, develop and implement software Lo caplure
assessment results on the OEM simulator and deliver the resulting data to a TSA
approved repository (currently OLC). TSA will provide the contractor with a direct post
mcthod to the OLC or alternative storage site that currently accepts a dircct post of data.
The software development activity for this effort will be performed under CLIN 0018
(T&M) as the software to be integrated does not exist today.

6.7.4.2 The contractor shall maintain under configuration control, master hard drives {one
master and onc backup) that can be replicated and installed on necessary simulator
hardware. All simulator hardware will be Government Furnished Equipment (GFE).

6.7.4.3 Technical Support Requirements

6.7.4.3.1 The contractor shall provide technical support to OTT for OEM
Simulator in the setup and delivery of assessments.

6.7.4.3.2 The contractor shall track and report on Help Desk activity using
already established tracking procedures.

6.7.4.3.3 The contractor shall assist with OHC and its Contractors to ensure
assessment results are recorded properly into PASS Online.

6.8 Task C Deliverables

Deliverable #. Due Date Deliverahle Government
Recipient Review
1 TRX/AT - 10 First volume 60 Task C 13 Business Days
(6.3.1.2) Monthly CDs days after award, Technical
monthly thereafter | Monitor

2 TRX/AT - TRX FY13, Q2 (Jan- Task C 10 Business Days
(6.3.1.4) Sim Training Mar 2013) Technical

Library (1000 Monitor

Clear Bags/300

FTIs)
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Deliverable # Item Due Date Deliverable Government
Recipient Review
3 TRX/ATFY2013 | August 27,2012 | TaskC 15 Business Days
(6.3.2.3) Test Distribution Technical
e Monitor
4 A-EDS (CB) February 28, 2012 | Task C 15 Business Days
(6.4.1.1.1.1) Cobra Training Technical
5 A-EDS (CB) March 28, 2012 Task C 15 Business Days
(6.4.1.1.5) Cobra OQTs Technical
Monitor
6 A-EDS (CB) February 28, 2012 Task(; 15 Business Days
(6.4.12.1.1) Fusion Training Techmical
Images Monitor
7 A-EDS (CB) March 28, 2012 Task C 15 Business Days
(64.1.2.5) Fusion OQTs chh‘mcal
) Monitor
8 A-EDS (CP) Cobra | March 16, 2012 Task C 5 Business Days
TMAs Technical
(6.4.2.1.2.1) Monitor
9 A-EDS (CP) February 28,2012 | Task C LS Business Days
(6.4.2.2.1.1) Fusion Training Technical
Tmages Monitor
10 A-EDS (CP) August 27, 2012 Task(? 15 Business Days
(6.4.2.2.5) Fusion Technical
UT/IMT/IMAS Monitor
11 EDS Training As mutually agreed Task(; 15 Business Days
(6.5.2.1.1) Tmages to during kickoft Techmical
meeting Monitor
12 EDS Assessment As mutually agreed Task(? 15 Business Days
(6.5.3.4) 0QTs to during kickoft | Technical
o meeting Monitor
13 EDS OMA Images | June 1, 2012 Task C 15 Business Days
6.5.4.1) Technical
o Monitor

6.7 Inspection and Acceptance Criteria

See Section 4.2

7. Task D - Image Simulator Support
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7.1 TRX Simulator Family (CLIN 0014 FFP)

The Contractor shall maintain existing learning technology products (c.g., TIP Ready X-ray (TRX)
Simulator, Test Development Utility (TDU) and Test Results Manager (TRM)).

7.2 Data Management/Change Management (CLIN 00 14FFP)

7.2.1 The Contractor shall use a formal change management process.

7.2.2 The Contractor shall make available documentation of the change management process to
TSA upon request of the Technical Monitor (TM).

7.2.3 The contractor shall maintain the existing Data Management Plan (DMP) that specifically
outlines all data interface requirements. The contractor shall not be required to provide
Proprictary System Database Design documentation. TSA will submit the DMP to Office
Information Technology (OIT) Enterprise Data Management (EDM).

7.2.4 All images and data within the database are property of TSA.

7.3 Requirements Recommendations/Development (CLIN 0014 FFP)

7.3.1 The Contractor shall support collaboration with multiple developers and Original
Equipment Manufacturers (OEMs) and recommend changes based upon communications with
various stakeholders; recommendations received from help desk support activity; and
recommendations based on anticipated training or equipment changes.

7.3.2 The Contractor shall deliver an updated functional requirements document via a Change
Request Form (CRF) for all simulator seftware development, including but not limited to major
version upgrades, minor releases, bug fixes, and OEM software modifications.

7.3.3 A traceability matrix shall be developed linking each functional requirement to the
associated test cases/steps.

7.3.4 The Contractor shall analyze the requircments to determine if any cost savings can be
achieved by leveraging common area development lechniques.

7.3.5 The Contractor shall participate in any TSA Integrated Product Team (IPT), as required, to
support the development of requirements.

7.3.6 The Contractor shall provide technical expertise for requirements development,
requiremnents analysis, change management evaluation, design, maintenance and update of
training simulators for TSA approved Security Equipment in order to meet TSA training and
testing needs.

7.3.7 The Contractor shall maintain requirements repository with all proposed requirements.
7.3.8. The Contractor shall work in close partnership with TSA to develop requirements for fully
or partially integrated solutions to ensure stand-alone systems have capability to communicate
with existing critical TSA sites such as Pass On-Line.

7.3.9 Any interface requirements for TRX Simulator to PASS Online, OLC and other TSA

systems as outlined in the SOW will be developed under the guidance of TSA OTT with input
from OIT; and with technical representation from each of these other system groups.
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7.4 Tramming Laplop Configuration Management (CLIN (014 FI'P)

The Contractor shall maintain training laptop image ensuring the images contain the latest TRX Simulator
software, training sessions, images, assessments, curriculum and updates.

7.5 Software Upgrades (CLIN 0014 FFP)

7.5.1 The Contractor shall provide or support development of the following for TSA simulation
software:

7.5.1.1TRX SIM Software Management — One (1) Major Version Upgrade

7.5.1.2 TRX SIM Software Management — One (1) Minor Service Release Upgrade
(clicnt/scrver).

7.5.1.3 TRX SIM Software Management — One (1) parallel proof-of-concept pilot system
in support of distributed training model (clicnt-server/virtual desktop) cffort. Deliverables
shall consist of Microsoft Installer (MSI) packages not to exceed three (3) in number.

7.5.1.4 TRX SIM Scssion Development — Two (2) TRX/AT custom sessions per month
(Filty |50] bag max, one [ 1] weapons session, one [1] IED session) 10 be delivered
packaged for Altiris delivery on a quarterly basis.

7.5.1.5 TRX SIM Software Deliverables — Two (2) Software Upgrades and four (4)
Additional Software updates packaged for Altiris delivery.

7.5.1.6 TRX SIM Documentation — Three (3) On-Line User Guide Upgrades, three (3)
Software Upgrade Announcements

7.5.2 The contractor shall be required to make necessary modification to TRX system interfaces
as required, within a mutually agreed to time frame between the contractor, TSA OTT and TSA,
to comply with changes to PASS Online, OLC, and other TSA systems. These modifications
may be required within a short time frame to address data security issues (e.g.. OLC replacing use
of individual SSNs) .

7.6. Softwarc Testing (CLIN 0014 FFP)

7.6.1 The Contractor shall follow industry best practices for software testing for all software
development,

7.6.2 The Contractor shall deliver a Test Plan for each software release. The scope of testing shall
be defined in the Test Plan. The Test Plan shall be delivered with 10 Business Days after
acceptance of the baseline functional requirements tor the release.

7.6.3 The Contractor shall provide support for independent testing efforts as requested during
software development efforts.

7.6.4 The Contractor shall provide documentation of test results.

7.6.5 Any changes to TRX system interfaces with PASS Online, OLC, and other TSA systems
shall be tested and approved with those systems prior to implementation.
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7.7 Conliguration Management/ Emergine Technologies Support

7.7.1 The Contractor shall provide the following for OEM simulation software and/or hardware
(CLIN 0014 FFP):

7.7.1.1 The Contractor shall support Configuration Management of Simulator Systems
(e.g. TRX SIM, contract laptops, EDS SIMs, AIT Sims) and their respective Image
Libraries.

7.7.1.2 Technical personnel shall work within TSA to analyze new Security Technologies
as they are developed to determine impacts on training delivery toels (simulators) and/or
procedures.

7.7.1.3 The technology team shall function as liaison under the purview of the TM with
Curriculum development, logistics, and training delivery within the Contractor tcam.

7.7.2 The Contractor shall provide the following for OEM simulation software and/or hardware
(CLIN 0015T&M):
7.7.2.1 OEM SIM Maintenance Management (This includes EDS and new Emerging
Technology equipment.), including but not limited to troubleshooting of all OEM SIM
issucs, software engineering as required to support TSA mission needs, and replacement
of defective hardware.
7.8 The contractor shall comply with all security and privacy requirements as detailed within the base
contract HSTS01-039-D-050900 and Section [- Contract Clauses Terms and Conditions of this Task
Order.

7.9, Task D Section 508 Compliance Determination

7.9.1 Accessibility Requirements (Section 508)

7.9.1.1 Section 508 of the Rehabilitation Act, as amended by the Workforce Investment
Actof 1998 (P.L. 105-220) requires that when Federal agencies develop, procure,
maintain, or use electronic and information technology (EIT), they must ensure that it is
accessible to people with disabilities. Federal employees and members of the public who
have disabilities must have equal access to and use of information and data that is
comparable to that enjoyed by non-disabled Federal employees and members of the
public.

7.9.1.2 All EIT deliverables within this work statement shall comply with the applicable
technical and functional performance criteria of Section 508 unless exempt. Specifically,
the following applicable EIT accessibility standards have been identified:

7.9.2 Scction 508 Applicable EIT Accessibility Standards

7.9.2.1 36 CFR 1194.21 Software Applications and Operating Systems, applies to all
EIT soltware applications and operating systems procured or developed under this work
statement including but not limited to GOTS and COTS software. In addition, this
standard is to be applied to Web-based applications when needed to fulfill the functional
performance criteria. This standard also applies 10 some Web based applications as
described within 36 CFR 1194.22.

7.9.2.2 36 CFR 1194.22 Web-based Intranet and Inlernet Information and Applications,
applies to all Web-based deliverables, including doecumentation and reports procured or
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developed under this work statement. When any Web application uses a dynamic (non-
static) interface, embeds custom user control(s), embeds video or multimedia, uses
proprietary or technical approaches such as, but not limited to, Flash or Asynchronous
Javascript and XML (AJAX) then 1194.21 Software standards also apply to fulfill
functional performance criteria.

7.9.2.3 36 CFR 1194.24 Video and Multimedia Products, applies to all video and
multimedia products that are procured or developed under this work statement. Any
video or multimedia presentation shall also comply with the software standards (1194.21)
when the presentation 1s through the use of & Web or Software application interlace
having user controls available.

7924 36 CFR 1194.25 Self Contained, Closed Products, applies to all EIT products
such as printers, copiers, fax machines, kiosks, etc. that are procured or developed under
this work statement.

7.9.2.5 36 CFR 1194.26 Desktop and Portable Computers, applies to all desktop and
portable computers, including but not limited to laptops and personal data assistants
{PDA) that are procured or developed under this work statement.

7.9.2.6 36CEFR 119431 Functional Performance Criteria, applies to all EIT deliverables
regardless of delivery method. All EIT deliverable shall use technical standards,
regardless of technology, to fulfill the functional performance criteria.

7.9.2.7 36CFR 1194.41 Information Documentation and Support, applies to all
documents, reports, as well as help and support scrvices. To ensure that documents and
reports {ulfill the required 1194.31 Functional Performance Criteria, they shall comply
with the technical standard associated with Web-based Intranet and Internet Information
and Applications at a mimmum. In addition, any help or support provided in this work
staternent that offer telephone support, such as, but not limited 1o, a help desk shall have
the ability to transmit and receive messages using TTY.
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7.9.3 Section 508 Applicable Exceptions

7.9.4.

7.9.3 1 Exceptions for this work statement have been determined by DHS and only the
exceptions described herein may be applied. Any request for additional exceptions shall
be sent to the COTR and determination will be made in accordance with DHS MD
4010.2. DHS has identified the following exceptions that may apply: 36 CFR 1164.3(b)
Incidental to Contract, all EIT that is exclusively owned and used by the contractor to
fulfill this work statement does not require compliance with Scction 508. This exception
does not apply to any EIT deliverable, service or item that will be used by any Federal
employee(s) or member(s) of the public. This exception only applies to those contractors
assigned to fulfill the obligations of this work statement and for the purposes of this
requirement, are not considered members of the public.

7.6.3.2 DHS has reviewed this acquisition request and has determined that a Fundamental
Alteration exception for the purposes of Section 508 applies and is thereby authorized.
Fundarnental Alteration Exception #4108 has been attached and included in the contract
file.

Section 508 Compliance Requirements

36 CFR 1194.2(b) (COTS/GOTS products), When procuring a product, each agency shall
procure products which comply with the provisions in this part when such products are
available in the commercial marketplace or when such products are developed in
response to a Government solicitation. Agencies cannot claim a product as a whole is not
commercially available because no product in the marketplace meets all the standards. If
products are commercially available that meet some but not all of the standards, the
agency must procure the product that hest meets the standards. When applying this
standard, all procurements of EIT shall have documentation of markel research that
identify a list of products or services that first meet the agency business needs, and from
that list of products or scrvices, an analysis that the selected product met more of the
accessibility requirements than the non-selected products as required by FAR 39.2. Any
selection of a product or service that meets less accessibility standards due to a significant
difficulty or expense shall only be permitted under an undue burden claim and requires
authorization [rorm the DHS Office of Accessible Systems and Technology {OAST) in
accordance with DHS MD 4010.2,

7.10 Enterprise Architecture

7.1.1 All solutions and services shall meet DHS Enterprise Architecture policies, standards, and
procedures. Specifically, the contractor shall comply with the following Homeland Security
Enterprise Architecture (HLS EA) requirements:

NOTE: Reference for HLS EA:

(http://dhsconnect. dhs. gov/org/comp/memt/cio/oat/Documents/EAPMO/HLS % 20EA %2

02010/indcx.htm)

7.10.1.1 All developed solutions and requirements shall be compliant with the HLS EA.
7.10.1.2 ANl IT hardware and/or software shall be compliant with the DHS EA Technical
Reference Model (TRM} Standards and Products Profile.

7.10.1.3 Description information for all data asscts, information exchanges and data
standards, whether adopted or developed, shall be submitted to the Enterprise Data
Management Office (EDMO) for review and insertion into the IDHS Data Reference Model
and Enterprisc Architecture Information Repository.
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7.10.1.4 In compliance with OMB mandates, all network hardware shall be 1Pv6 compatible

without modification, upgrade, or replacement.”

7.11 Task D Deliverables

Deliverable
Recipient

Government Review

1 Major Version Upgrade FY2012 Q3 6/29/2012 | Task Order TM 30 Business Days
2 Proot-of-Concept release | As agreed upon by Task Order TM 30 Business Days
TSA and Contractor
3 Minor Service Release FY 2012 Q4 Task Order TM 20 Business Days
4 TRX Sim Documentation | As agreed upon by Task Order TM 10 Business Days
TSA and Contractor
5a, | Four wrapped Altiris As needed Task Order TM 10 Business Days
5b, | releases outside major or
5S¢ | minor releases
etc.
6 Quarterly TRX Simulator | 60 Days prior to the Task Order TM 10 Business Days
Session Set (1 1IED & | beginning of each
General Session per Quarter
month) packaged for
Altins Delivery
7 Update to existing TRX As agreed upon by Task Order TM 10 Busincss Days
Simulator Functional TSA and Contractor
Requirements Document
(lor each release)
8 Update 10 existing As agreed upon by Task Order TM 10 Business Days
Requirements TSA and Contractor
Traceability Matrix (for
cach releasc)
9 Test Plan (for each As agreed upon by Task Order TM 10 Business Days
software release) TSA and Contractor
10 | Test Results (for each As agreed upon by Task Order TM 100 Business Days

Test Plan}

TSA and Contractor

7.12 Inspection and Acceptance Criteria

See Section 4.2

8. Task E Threat Kit Program

8.1. TSA continually increases the overall quality ol training Lo improve transportalion security
petformance; OTT provides threat training kits and training aids that help to identify prohibited items,
explosives, and other dangerous articles. The Office of Security Capabilities {(OSC) uses threat tool kits at
airports for all facets of checkpoint and checked baggage training. Additional users include the Aviation
Screening Assessment Program (ASAP), the Office of Inspection (Ol) covert testing program, the
Transportation Security Specialist Explosives (TSS-E) program to identify vulnerabilities in
transportation security systems. The Office of Human Capitol (OHC) Practical Skills Evaluation (PSE)
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kils 10 access TSA PASS perlormance and the Oflice of Science and Technology (OST) by supporting the
WTMD calibration test pieces. In support of this effort, the contractor shall:
8.1.1 Update existing threat kits that help security officers to identify prohibited items,
explosives, and other dangerous articles.
8.1.2 Prototype, develop and acquire threat devices and threat items.
8.1.3 Develop threat items.
8.1.4 Develop threat training aids.
§.1.5 Develop training manuals for kit usage and other appropriate documentation,
8.1.6 Prototypce, develop, manufacture, and deliver training and testing kits and training aids.
8.1.7 Maintain all (raining kits and training aids.
8.1.8 Maintain and ship WTMD calibration test pieces in accordance Bureau of Alcohol, Tobacco
and Fircarms (ATF} rules and regulations.

8.2, Threat Kit Program Support (CLIN 0016 FFP)

8.2.1. The contractor shall provide configuration management, properly management, and part
number management for all phases of the manufacture and maintenance of the training kits/aids
as listed as Task Order GFE/GFP in Base Contract HSTS01-(39-D-OS0%00. Included with the
kits/aid will be a printed document and CD containing instructions on how to usc; and protocols
for usage, security and control. Attachments B through Q contain Kit description, components
and contents for each of the following kits:

8.2.1.1. Modular Bomb Set (MBS) 2 (Attachment B)

8.2.1.2. MBS 2A (Attachment C)

8.2.1.3. Improvised Explosive Device (IED) Baseline Training Kit A (Attachment D)
8.2.1.4. Liguid Explosives Training Kit {(Attachment E)

8.2.1.5. Technical Support Working Group (TSWGQG) Explosives Traimng Kit
{Attachment F)

8.2.1.6. IED Compounent Display Board (Attachment )

8.2.1.7. Weapons Traiming Kit {(Attachment H)

8.2.1.8. Thumbprint Quality Control (TQC) (Attachment I)

8.2.1.9. IED Accessory Kit (Attachment J)

8.2.1.10. Bottle Liquid Scanner {BL.S} Training Kit (Attachment K)
8.2.1.11. Practical Skills Evaluation (PSE} Kit (Attachment L)

8.2.1.12. Walk Thru Metal Detector (WTMD) Calibration Test Pieces (Three Gun Kit)
(Attachment M)

8.2.1.13. Generic TED Training Kit (Attachment N)
8.2.1.14, Generic Weapons Training Kit (Attachment Q)
8.2.1.15 PSE Wheelchair Kit (Attachment P)

8.2.1.16 NHTP Prop Kits (Attachment ()

8.2.1.17 AIT Training Kits (Atachment R)

8.2.2. The contractor shall provide maintenance on the following:
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Kits requiring maintenance Count™ |
MBS I
MBS IIA
IED Baseline Training Kit A
Weapons Training Kit
Liquid Explosives Training Kit
TSWG Explosives Training Kit
IED Component Display Board

TQC
E-WTMD Test Pieces: (b))
______________________________ DA)
............ BR)

| (b)3)140 U.S.C.§ 114() |(NAA)
PSE Evaluator Kits
BLS
PSE Wheelchair Kits
NHTP Prop Kit
AIT Training Kits

NOTE:

*% Count as of Qctober 31, 2(011. Contractor shall provide updated count in the Technical
Approach,

##% This SOW adds an additional] &) JAIT Training Kits and 160 NHTP Prop Kits.

8.2.3 The contractor shall perform acquisition, development and maintenance of threat and non-
threat items,

§.2.4 The contractor shall provide failure analysis and parts life cycle analysis to increase the
useful lifespan of kit parts.

§.2.5 The contractor shall manufacture chemically based explosive simulants to exact laboratory
standards. The contractor shall submit chemically based simulants 1o the Transportation Securily
Laboratory (TSL} for review and approvals by batch preduced and then track that batch tor field
level shelf life and performance. The Government will provide batch approval within 10 business
days [rom contractor submission.

8.2.6 The contractor shall be required to provide research and development services for explosive
simulants. In support of this effort, the contractor shall:

8.2.6.1. Conduct exploratory research to produce new knowledge and potential products;
conceive, organize, promote, and execute ideas and plans to increase chemistry's role in
and contribution to the discovery and chemical approaches to meet exploratory objectives
in product discovery.

8.2.6.2. Provide Analysis with recommendations for a technically and cconomically
sound basis for developing and evaluating new or improved products, synthetic methods,
processes, and analytical and physical testing techniques.
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8.2.7. The contractor shall provide explosives and threat development experts (i.e., Explosive
Ordinance Disposal (EOD) technicians) and well versed threat / alarm object designers for
creation of Improvised Explosive Devices (IEDs) in support of kit development and maintenance.

8.2.7.1. EOD technicians shall serve as principal technical contacts and subject matter
cxperts for explosives, cxplosive material handling, IED design disarmament and
concealment. EQD technicians shall be required to design, create, and handle IEDs and
explosive materials in actual and simulated form; as well as design and catalog threat and
bag items for systems scan and capture.

8.2.7.2 EOD technicians shall be Certified and a graduate of cither the Naval School
EOD or FBI Spensered Hazardous Devices School.

8.2.7.3. Threat Designers shall create threat and alarm items to be captured in imaging
equipment to include Tmprovised Explosive Devices (IED), Weapons of Mass
Destruction (WMD}, false alarm objects, guns, knives, and other items prohibited on
passenger aircraft. Designers shall design, create, and handle TEDs, explosive materials,
guns, knives, hazardous materials, and other prohibited or threat items in actual and
simulated form.

8.2.7.4 Threat Designers shall design and catalog threats, false alarms, commeon items,
and bag items for systems scan and capturc.

8.2.7.5 Threat Designers shall create true to form, functionally correct and functionally
incorrect threat devices dependent upon TSA requirements.

8.2.7.6 Threat designers shall be BS or Certified and a graduate of either the Naval
School EOD or FBI Sponsored Hazardous Devices School; or a graduate of military
CBRN or city police sponsored schoals/programs (4 years experience shall substitute for
BS).

8.2.7.7 Threat Designers shall be experienced with x-ray, EDS, ETD, WTMD, AIT or
other trace or imaging Transportation Security Equipment (TSE).

8.2.8. The contractor shall maintain and update the illustrated parts breakdown; and develop
animated drawings of TED construction for the program, This activity shall require the contractor

to:

8.2.8.1. Plan, layout, draw, and revise part, assembly, and installation engineering
drawings from basic layouts, established references, notes and discussions with
engineers, and standard data.

8.2.8.2. Utilize computer-aided design equipment and or manual 1ools.

8.2.8.3. Complete layout drawings prepared by others in accordance with standard
engineering drafting practices; or develop complete major layouts of engineering
drawings.

8.2.8.4. Prepare specifications for parts, assemblies, and installations.
8.2.8.5. Prepare complete production detail drawings.

§.2.8.6. Contribute design modifications to improve quality of product or facilitate
manufacturing operations.

8.2.8.7. Develop 3D model for manufacturing data sheet, photographs, and physical
cquipment supplicd.
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8.2.9 The contractor shall procure or manufacture all required explosive and detonator simulants,
IED device components, guns, knives, other threat and prohibitive articles, luggage (if required to
support rapid response training aid), normal passenger clutter for the luggage (if required to
support rapid response training aid), additional equipment/software and facility/support services
that are required to meet requirements within the Statement of Work In the event that an approved
simulant is not available for a particular explosive, the contractor shall exert its best effort to
produce or acquire a substance that shall faithtully appear as that item and alarm on the detection
technology. Such items shall be x-raved and human readable images provided to TSA for final
approval. The contractor shall work with the TSL to obtain similar images of the actual substance
being simulated to ensure an effective review is performed.

8.2.10 The contractor %hd]l catalog and photograph the relevant characteristics of each threat and
i explosive | hNF40 USC §1144) |
b ){3) 48USC § i 4{” power source type (b)(3)140 USC § 114() |

2)(3)48 US.C 8§ 114(n container PG48 USC. 8§ 114D

(U4 USC § 11440 |

§.2.11. The contractor shall develop and deliver presentations (e.g. PowerPoint), training, and
other materials, as well as the duplication, and distribution of these materials. TSA estimates two
(2) presentations per month.

8.2.12 The contractor shall provide configuration management of all kits and training aids. The
contractor shall provide a spreadsheet identifying each kit case by barcode and the part numbers
or barcode of each item contained in that case upon kit development or delivery. The contractor
shall provide this information to TSA Property Management for upload into the TSA property
management system and insert a property transfer sheet into the case prior to shipping or via
email after shipping with TSA approval.

§.2.12.1. Kit content items containing simulants and/or detonators shall be coded using
TSA provided scrial numbers and bar codes for the kit unit as well as individual
component serial numbers. Kit component bar codes and serial numbers will be tied Lo
the kit unit numbers in a parent/child relationship.

§.2.12.2. TSA part numbers shall be mapped to TSL part numbers, if necessary.
8.2.13. All changes o kil components require wrilten TSA approval.

8.2.14 The contractor shall create/maintain kit usage training and docurmentation. The training
and documentation shall describe the purpose of the kit, content description, and procedures for
maintenance and repair; TSA guidance on kit usage or handling procedures; and Material Safety
Data Sheets (MSDS) sheels approved by the TSA Office ol Occupational Safety and Health.
MSDS sheets will be provided by TSA and contained on the Manual CD. Each kit shall contain
the following documents when shipped to user, unless otherwise specified in cach Kit as
described in Task [ Attachments B through Q:

8.2.14.1 Operational Directive OD-400-50-1-11, October 19, 2009, Procedures [or use
and Coutrol of the [ED and Weapons Training Kits (printed and CD). NOTE: This
document is SSI and TSA will provide under separate cover to contract Task Order
Manager upon award.

8.2.14.2. Kit Operating Instruction Manual {print and CD)
8.2.14.3 Property Hand Receipts
8.2.14.4. Material Safety Data Sheets (MSDIS) for simulants as required (CD)
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8.2.15. The kits shall be provided in a lockable container (EXCEPTIONS; Kits 8.2.1.6; 8. 2.1.8
and 8.2.1.12) similar to the containers presently used by TSA. Three or Four-digit combination
locks shall be included in each kit. The containers shall be marked on the outside large white
letters "Property of TSA" unless otherwise directed.

8.2.16 A scrial number sticker from the Sunflower inventory system shall be affixed to the
outside of the container unless otherwise directed. All shipped cases shall contain a property
transfer sheet and lock. All shipments and property transfer shall comply with TSA Management
Dhrective No. 200.55 TSA Property in the Hands of a Contractor per Base Contract HSTS01-0-
DOSOS%00.

8.2.17 The contractor shall provide maintenance support tor threat identification kits and training
aids, such as repair and replacement of parts.

§.2.17.1. The contractor shall provide website access to Training Managers and other
approved system users to request replacement parts, maintenance actions, and/or
additional kits.

8.2.17.2 The contractor shall track kit configuration and replacement requirements.

8.2.17.3. The contractor shall provide airports a return FedEx label for Kit replacements
so the replaced/damaged kit can be returned to the contractor and retrofitted to the current
configuration,

§.2.17.4. The contractor shall track mean time between failure and just in time sparing for
those items as appropriate.

8.2.17.5 The contractor shall maintain full parts and component level inventories of kit
and simulant parts items to the lowest level sub-component. Procurement of parts in
support of kit maintenance shall be provided in a report on a monthly basis within Task
AL Kit parts required for manufacture or suitable substitutes will require prior approval
of the TSA Technical Monitor.

3.3 OPTION A - NHTP Prop Kits (CLIN 0017 FFP)
8.3.1 The contractor shall manufacturer 160 NHTP Prop Kits as described in Attachment

Q.
8.3.2. The kit shall be packaged in a sturdy containcr to resist damage.

8.3.3 All requirements within Section 8. 2 apply, except for requirement 8.2.16.

8.3.4 The contractor shall NOT assign a Sunflower property sticker or Sunflower serial
number to the kit or any components. This kit will NOT be entered into the Sunflower
Asset Management System (SAMS).

8.3.5 The contractor shall provide the following documentation which shall be included
with the kit:

§.3.5.1 Operations Manual that covers the purpose of the kit, description of the
components and operating instructions.

8.3.5.2 Laminated Inventory Control Sheet
§.3.5.3 Property Hand Receipts
8.4 Upgrade TQC Kits (CLIN 0018 T&M and CLIN 0019 Option B FEP)

8.4.1 The contractor shall provide a prototype of the proposed upgrade to the TQC kit. (T&M
CLIN 1018 per Section 8.5.)
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8.4.2 The following specifications shall apply 1o both the prolotype and the production kits:

8.4.2.1 A number of explosive simulants shall be developed that will cause a positive
indication for all possible detection capabilities on the Explosive Trace Detection

machines (ETID).

8.4.2.2 All simulants shall be produced in clay like consistency similar to the present
TQC simulant.

8.4.2.3 All simulants shall have a minimum two (2} year shelf-life extendable in one year
increments by a simple operational test.

8.4.2.4 Each simulant in the kit shall be packaged in a plastic container to hold
approximately two (2) ounces of material.

8.4.2.5 Each container shall be marked with the date of manutacturer and expiration date.

8.4.3 Upon TSA approval of prototype, the contractor shall manufacturer 1000 kits. (OPTION B
CLIN 0019 FFP)

8.4.3.1. All requirements within Section 8. 2 apply, except for requirement 8.2.16.

8.4.3.2. The kil shall be packaged in a sturdy container 1o resist damage and inadvertent
cross contamination between simulants or the contamination of other surfaces or items.

8.4.3.3 The contractor shall provide a training video covering the use, precautions,
storage, decontamination and shelf-life extension procedures. The video shall be Security
Semnsitive Inlormation.

8.4.3.4 The contractor shall provide the following documentation which shall be included
with the kit:

8.4.3.4.1 TQC Operations Manual that covers the purpose ol the kit, description
of the components, operating instructions, contamination control and
decontamination procedures.

8.4.3.4.2 Material Safety Data Sheet (MSDS) for the TQC material
8.4.3.4.3 Property Hand Receipts
8.5. Threat Prototyping (CLIN 0018 T&M)

8.5.1 The contractor shall be required to provide prototypes of threat and non threat items. (TSA
estimates five (5) per Period of Performance.) EXCEPTION: IED Accessory Kit prototyping
activity will be conducted under FFP CLIN 0016 in 8.6 requirement.

8.5.2 Prototype threat and non threat items shall be submitted to the TSA program manager for
review and approval betfore field distribution.

8.5.3 If any items are rejected, the contractor shall perform follow-up work to develop
replacement images that conform to the general specifications of the rejected item(s), correcting
any identified deficiencies in the process.

8.6. IED Accessory Kit Program (FFP CLIN 0016)

8.6.1 .The contractor shall support the Transportation Security Specialist — Explosives (TSS-E),
formally Bomb Appraisal Officer (BAO}, program for local fabrications of [ED Accessory
Training Kits that contain new explosive simulants, IEDs and [ED components to augment the
existing [ED training kits that are used for TSO training.
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8.6.2 The contractor shall provide each member of the IED design group with an LM VPN
account and GFE laptop and air card to support remote design activities using the LM network
not to exceed a total of one (1) for TSA HQ and five (5} sets for field use.

8.6.3. The contractor shall be required to design and prototype a new IED accessory kit every
quarter: for a total of four (4) designs per year.

8.6.4 In addition to 5.3 above, the contractor shall supply, on an annual basis, the TSS-Es at the
hubs (approximately 134 airports) with explosive simulants and IED components to preposition
airport on site stock to support TED Accessory Kit construction.

8.6.5. The contractor shall participate as an active member of the TSA TED Accessory Kit Design
Team for the design and fabrication of accessory kits.

8.6.6. The centractor shall provide to TSA for approval, a list of IED components and related
matcrials to be shipped to the TSS-Es at the hub airports, approximately 130 airports, as an
annual shipment to augment existing supplies in support of the [ED Accessory Kit program.
Upon TSA approval, the contractor shall procure/manufacturer the agreed upon items and ship
them to the TSS-Es at the hub airports.

8.6.7. The contractor shall conduct up to two (2) annual live rapid response exercises.

8.6.8 The contractor shall provide IED Accessory Kits for hub airports (not to exceed five (3)
hubs}) that do not have TSS-E suppoit.

8.6.9 The contractor shall provide the TSS-Es at the hub airports
with IED simulants and components to build approximately py4)

approximately 130 airports,
[ED Accessory Kits quarterly.

8.6.10 The contractor shall support IED accessory kit rapid response activities within 72 hours
when OTT determines an emerging threat warrants action. NOTE: CLIN 005 T&M activity
priced Under Tusk A.

8.7 Advanced Imaging Technology (AIT) Training Kit (CLIN 0016 FFP)

§.7.1 The contractor shall providgl®# ATT Training Kits, as described within

Attachment R.
8.7.2 The AIT Kits shall be shipped to the airports.
8.7. Task E — Deliverables

# Deliverable Due Date TSA Government
Recipient Review
1A IB IC Threat and non Threat per Techiical Direction from Task Order 10 business
etc... Prototypes (T&M TSA ™ days
CLIN)
2 IED Accessory Kit 4/30/2012 Lead TSS-E | 2 business

Components shipped to
TSS-E at Hubs

at Airport
Hubs

days after
acceptance at
Airport
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3 IED Accessory Kit 73172012 Lead TSS-E | 2 business
Components shipped to at Airport days after
TSS-E at Hubs Hubs acceptance at
Airport
4 IED Accessory Kit 10/31/2012 Lead TSS-E | 2 business
Components shipped to at Airport days after
TSS-E at Hubs Hubs acceptance at
Airport
5 IED Accessory Kit 01/31/2013. Lead TSS-E | 2 business
Components shipped to at Airport days after
TSS-E at Hubs Hubs acceptance at
Airport
G Thumbprint Quality 4/30/2012 Task Order 10 business
Control (TQC) Upgrade ™ days
Prototype (T&M CLIN)
7 Thumbprint Quality 9/30/2012 Aarport POC | 2 business
Control (TQC) tor IED and | days after
Upgrade, Begin Field Weapons acceptance at
Dhstribution Training kits | Airport
OPTION B
8 DIABUSC.§114() 4/30/2012 Airport POC | 2 business
End Field Distribution tor IED and days after
Weapons acceptance at
Training kits | Airport
9 Spreadsheet with Kit As required to update TSA HQ
Type and TSA Property | Sunflower Inventory Property.
Serial Number Management
Office
(Suntlower)
and Task
Order TM
10 Proposed list of IED 127372012 Task Order 1} Business
Components and ™ Days
Related Matenials for
Annual Shipment to the
Hub Airports
11 450 AIT Training Kits 6/29/2012 Airport POC | 2 business
days after
acceptance at
Airport
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12 160 NHTP Prop Kits 5/8/2011 OTT PM for | 5 business
begin. shipping Option NHTP days after
A receipt at
location

8.8. Inspection and Acceplance Criteria

Sce Scchion 4.2

8.9. Task E Applicable Documents
Attachment B. - Modular Bomb Set (MBS) 2
Attachment C - MBS 2A

Attachment D - Improvised Explosive Device (IED) Baseline Training Kit A

Attachment E - Liquid Explosives Training Kit {

Attachment F - Technical Support Working Group (TSWG} Explosives Training Kit

Attachment G - IED Component Display Board
Attachment H - Weapons Training Kit
Attachment I - Thumbprint Quality Control (TQC).
Attachment J - IED Accessory Kit

Attachment K - Bottle Liquid Scanner (BLS) Training Kit
Attachment L - Practical 8kills Evaluation (PSE) Training Kit

Attachment N - Generic IED Training Kit
Attachment O - Generic Weapons Training Kit
Attachment P - PSE Wheelchair Kit
Attachment @ - NHTP Prop Kit

Attachment R - AIT Training Kit

9. TSA Contacts:
8.1 TSA Contracting Officer

Marvin Grubbs

Transportation Security Administration

Office of Acquisition

601 South 12th Street. Z2nd Floor, West Building
Arlington, VA 20598

{b)(6)
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9.2 TSA Contracting Specialist

{b)(®)
Transportation Security Administration
Office of Acquisition
601 South 12th Street, 2nd Floor, West Building
Arlington, VA 2035938

{b)(6)

8.3 TSA Contracting Officer’s Technical Representative

[ o® |
Transportation Security Administration
Officc of Technical Training
601 South 12th Street. Z2nd Floor, East Building
Arlington, VA 20598

{b)(6)

9.4 TSA TME&I Program Manager

{b)(®)
Transportation Security Administration
Office of Technical Training
601 South 12th Street, 2nd Floor, East Building
Arlington, VA 20508

{b)(6)

.9‘5 TSA Task A Technical Monitor

TBD
Transportation Security Administration

9.5. TSA Task B Technical Monitor

{b)e)
Transportation Security Administration
701 South 12th Street
Arlington, VA 20398

{b)(6)

8.6. TSA Task C Technical Monitor

{b){6)
Transportation Security Administration
601 South 12th St HQE2-1118
TSA/OSO/OTT
Arlington, VA 20598
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{b)(6) (oflice)
3-0825 (fax)
{b)(6)

9.7. TSA Task D Technical Monitor

{b)®)

ransportation Security Administration TSA-29
601 South 12th Street HQE2-1078
TSA/OSO0/O0P/OTT,
Arlington, VA 20598
| (b)(6) |(oftice)
(703) 603-0825 (fax)
| (0)6) |

9.8. TSA Task E Technical Monitor

{b)e)
Transportation Security Administration TSA-29
601 South 12th Street HQE2-1258
TSA/OSO/O0P/OTT,
Arlington, VA 20598
[ (b)(6) |(office)
(703) 603-0825 (fax)
| (0)(6) |

(End of Section C}
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SECTION D — PACKING, PACKAGING, AND MARKING

D.1 Clauscs of the 1IDI1Q Contract HSTS01-09-D-0S0900 shall apply to this task order.
SECTIONE - INSPECTION AND ACCEPTANCE

E.l Clauses of the IDIQ Contract HSTS01-06-D-QS80%00 shall apply to this task order.

SECTIONF - DELIVERY

F.1 Delivery Requirements

All materials ordered under this task order shall be shipped "F.Q.B. Destination”.

F.2 Period of Performance

02/08/2012 - 02/07/2013
F.3 Delivery Schedules/ Deliverables/ Delivery Information

Sce Sceetion C for list of deliverables and deliverable schedule.

SECTION G - CONTRACT ADMINISTRATION DATA
G.1 Clauses of the 1D1Q Contract HSTS0O1-09-D-OS0900 shall apply to this task order.

G.2  Contractor shall provide, to.the COTR and TM, invoice backup documentation that includes the.
breakdown of labor categories and number of labor hours expended during the invoicing period of
performance for each T&M CLIN as stated within Section B of this task order. This backup information
shall provide enough detail for the Government to clearly understand the effort completed during the
period of performance.

G.3  Uponrequest by the COTR and/or TM, Contractor shall provide with the inveice submitted to
FINCEN, backup documentation that includes finalized quotes/proposal for ODCs used in performance of
this Task Order.

G4 Data, Data Management and Data-Pertinent Information:

In addition (o the Federal Acquisitions Regulations (IFAR) Subpart 27.4 — ‘Rights in Data and Copyrights’
and Section 35.011 detailing technical data delivery, the contractor shall provide all TS A-specific data in
a format maintaining pre-existing referential integrity and data constraints, as well as data structures in an
understandable format to TSA. Examples of data structurces can be defined as, but not limited to:

Data models depicting entity. relationships.

Metadata information to define data definitions

Detailed data formats, type, and size

Delineations of the referential integrity (primary key/foreign key} of data schemas

All TSA-specific data shall be delivered in a secure and timely manner to TSA. Data sccurity is defined
within Section 1.4, ‘Requirements tor Handling Sensitive, Classified, and/or Proprietary Information,’
within this SOW. This definition complies with not only the delivery of data, but also maintaining TSA-
specific data within a non-TSA or DHS proprictary system. Alternative data delivery technigues may also
be defined by TSA EDM project learn.
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As part of the necessary dala structure, the contractor shall provide an Enlity Relationship Diagram
(ERD) to explain the business relationships to TS A through graphically and textually detailing the data
that is stored per each database and system/application. The preferred format for the ERD is CA Erwin:
however other formats, such as Visio, DLL, database scripts or format specified by TSA EDM project
team shall be accepted.  All additional known data models (e.g., Logical Data Model (LDM) Conceptual
Data Model (CDM), Physical Data Model (PDM), Data Flow Diagrams {DFD)) depicting TSA-specific
data are required. Referential integrity also needs to be addressed for all parent/child or primary
key/foreign key relationships within these models,

All metadata shall be pre-defined upon delivery to TSA, Metadata shall be delivered in a format that is
readily interpretable by TSA (e.g. metadata shall be extracted from any metadata repository that is not
utilized by TSA and delivered in a TSA approved manner). Metadata shall also provide an indication of
historical verses the most current data to be used, as well as frequency of data refreshes.

The contractor shall adhere to providing a Data Management Plan (DMP), as defined by the TSA
Enterprise Data Management (EDM) project team, which includes conceptual and logical data models,
along with a data asset profile. Any data cxchanges with other DHS Components shall adhere to DHS.
data exchange standards using the National Information Exchange Model (NTEM). All required artifacts
will be provided to the TSA EDM project team.

Note: The following definitions pertain fo the previous paragraphs:

An ERD is a diagram used to identify the topics of interest (entities] and their connections to each
other (relutionships).

An LDM in svstems engineering is a representation of an organization’s data, organized in terms of
entities and relationships and is independent of any particular duta management technology,

‘A CDM is a high-level model that is considered a useful first step in documenting and describing
the fundamental nature of the organization’s dara. It serves as the foundation for providing a
cominon vocabulary. and for understanding the overall structure of data, and for normalizing data
access to support improved information sharing. In ¢ CDM, fundamental things of significance

to the business organization are represented. A CDM usually includes data objects and the
carresponding core relationships in terms of the business user.

A PDM is a representation of a data asset design which takes into account the fucilities and
constraints of a given database management system (DBMS). It is tvpicaily derived from a

logical data model, though it may be reverse-engineered from a given database implementation.

The PDM can usually be used to calculate storage estimates and may include specific storage
allocation details for a given database system. There is no sharp dividing line between a CDM and an
LDM. Similarly, there (s no sharp dividing line between an LDM and a PDM. Depending on the.
developers and their requirements, details may appear in one model or the other. Each model should
be constructed down to the level of detail that makes the model useful to the intended audience. ™’

! These definitions have been defined through the ‘DHS Enterprise Data Management — Data Modeling
Methodology Guidelines’ found.on the DHS Connect DMWG Portal which can be found. at

(hNF40 USC. §1144)
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A DFD is a diagram depicting the flow of data from the source to the target svstems, showing all
interactions made in between,

Referentiad imtegrify is o detabase concept that enstires fhat relationships benveen tables remain
consistens. When one table hay a foreign kev to another table, the concept of referential integrity
stettes that vou may not add o record to the tuble thar contains the forelgn key unless there (s a
corresponding record tn the linked tabfe.

SECTION I - CONTRACT CLAUSES, TERMS, AND CONDITIONS
I.1 Clauses of the IDIQ Contract HSTS01-08-D-O80900 shall apply to this task order.

L2. Per the DHS Industrial Security Program instructions, the following clause is being included in
full text:

52.204-2 -- Security. Requirements (Aug. 1996)

(a) This clause applies to the extent that this contract involves access to information classified “Top
Secret.”

.(b) The Contractor shall comply with --

(1) The Security Agreement (DD Form 441). including the National Industrial Security Program
Operating Manual {(DoD 5220.22-M); and

(2) Any revisions to that manual, notice of which has been furnished to the Contractor.

(¢) I, subsequent Lo the date of this contract, the security, classilication or security requirements, under. this,
contract are changed by the Government and if the changes cause an increase or decrease in security costs
or otherwise affect any other term or condition of this contract, the contract shall be subject to an
equitable adjustment as if the changes were directed under the Changes clanse of this contract.

{(d) The Contractor agrees to 1nscrt terms that conform substantially to the language of this clause,
including this paragraph (d) but excluding any reference to the Changes clause of this contract, in all
subcontracts under this contract that involve access to classified information.

I(End of Clause)

L3. All services, hardware and/or sofltware provided under this task order must be compliant with
DHS 4300A DHS Sensitive System Policy Directive, DHS 4300A Sensitive Systems Handbook.,
TSA MD 1400.3 Information Technology Sccurity Policy, TSA IT Sccurity Policy Handbook
and Technical Standards..

.I.4. SECURITY OF SYSTEMS HANDLING PERSONALLY IDENTIFIABLE INFORMATION AND
PRIVACY INCIDENT REPONSE

(a}. Definitions.
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“Breach” (may be used interchangeably with “Privacy Incident’} as used in this clause means the loss of
control, compromise, unauthorized disclosure, unauthorized acquisition, unauthorized access, or any
similar situation where persons other than authorized users, and for other than authorized purpose, have
access or potential access to Personally Identifiable Information, in usable form whether physical or
electronic.

“Personally Identifiable Information (PII)” as used in this clause means any information that permits the
identity of an individual to be directly or indirectly inferred, including any other information that is linked
or linkable to that individual regardless of whether the individual 15 a citizen of the United States, legal
permanent resident, or a visitor o the United States.

Examplcs of Pl include:  name, date of birth, mailing address, telephone number, Social Security.
Number (S8N), email address, zip code, account numbers, certificate/license numbers, vehicle 1dentifiers
including license plates, uniform resource locators (URLs), Internet protocol addresses, biometric
identificrs (e.g., hingerprints), photographic facial images, or any other unique identifying number or
characteristic, and any information where it is reasonably foreseeable that the information will be linked
with other information to identify the individual.

“Sensitive Personally Identifiable Information (Sensitive P1I)” as used in this clause is a subset of
Personally Identifiable Information, which if lost, compromised or disclosed without authorization, could
resull in substantial harm, embarrassment, inconvenience, or unfairness (o an individual. Complete social
security numbers (S8SN), alien registration numbers (A-number) and biometric identitiers (such as
fingerprint, voiceprint, or iris scan) are considered Sensitive PII even if they are not coupled with
additional PII. Additional examples include any groupings of information that contains an individual’s
name or other unique identifier plus one or more of the following elements:

(1} Driver’s license nurnber, passport number, or truncated SSN (such as last
4 digits)

(2) Date of birth (month, day, and ycar)

(31 Cilizenship or immigration status

(4) Financial information such as account numbers or Electronic Funds
Transfer [nformation

{5) Medical Information

(6) System anthentication information such as mother’s maiden name,
account passwords or personal identification numbers (PIN})

Other Personally Tdentifiable information may be “sensitive” depending on its context, such as a list of
employees with less than satisfactory performance ratings or an unlisted home address or phone number.
In contrast, a business card or public telephone directory of agency employees contains Personally
Identifiable Information but it is not sensitive.

(b} Systems Access.. Work to be performed under this contract requires the handling of Sensitive PIL
The contractor shall provide the Government access to, and information regarding systems the contractor
operates on behall of the Government under this contract, when requested by the Government, as part of
its responsibility to ensure compliance with security requirements, and shall otherwise cooperate with the
Government in assuring compliance with such requirements. Government access shall include
independent validation testing of controls, system penctration testing by the Government, Federal
Information Security Management Act (FISMA} data reviews, and access by agency Inspectors General
for its reviews.
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(¢} Systems Securily. In performing its dulies related 1o management, operation, and/or access ol
systems containing Sensitive PIT under this contract, the contractor, its employees and subcontractors
shall comply with applicable security requirements described in DHS Sensitive System Publication
4300A or any replacement publication and rules of conduct as described in TSA MD 3700.4

In addition, use of contractor-owned laptops or other media storage devices to process or store PILis
prohibited under this contract until the contractor provides, and the contracting officer in coordination
with CISO approves, written certification by the contractor that the following requirements are met:

(1) Laptops employ encryption using a NIST Federal Information Processing Standard
(FIPS) 140-2 or successor approved product;

{(2) The contractor has developed and implernented a process 10 ensure that security and
other applications software are kept current;

(3) Mobile computing devices utilize anti-viral software and a host-based firewall
mechanism;

(4) When no longer needed, all removable media and laptop hard drives shall be
processed (i.e., sanitized, degaussed, or destroyed) in accordance with DHS security.
requirernents.

(5) The contractor shall maintain an accurate inventory of devices used in the
performance of this contract,

(6) Contractor cmployee annual training and rules of conduct/behavior shall be
developed, conducted/issued, and acknowledged by employees in wriling. Training and
rules of conduct shall address at minimuin:
(i) Authorized and official usc:
(i1) Prohibition against use ol personally-owned equipment Lo
process, access, or store Sensitive PIT;
(111) Prohibition against access by unauthorized users and
unauthorized use by authorized users; and
(iv) Protection of Sensitive PIT;

(7). All Sensitive PIT obtained under this contract shall be removed from contractor-
owned information technology assets upon termination or expiration of contractor work..
Removal must be accomplished in accordance with DHS Sensitive System Publication
4300A, which the contracting officer will provide upon request. Certification of data
removal will be performed by the contractor’s Project Manager and written notification
confirming certification will be delivered to the contracting olficer within 13 days ol
termination/expiration of contractor work.

{d) Data Security. Contractor shall limit access to the data covered by this clause to those employees and
subcontractors who require the information in order to perform their ofticial duties under this contract.
The contractor, contractor employees, and subcontractors must physically secure Sensitive PII when not
in use and/or under the control of an authorized individual, and when in transit to prevent unauthorized
access or loss, When Sensitive PIL is no longer needed or required to be retained under applicable
Government records retention policies, it must be destroyed through means that will make the Sensitive
Pl irretrievable.
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The contractor shall only use Sensitive PII obtained under this contract for purposes of the contract, and
shall not collect or use such information for any other purpose without the prior written approval of the
contracting officer. At expiration or termination of this contract, the contractor shall turn over all
Sensitive PIL obtained under the contract that is. in its possession to the Government.

(e} Breach Response. The contractor agrees that in the event of any actual or suspected breach of
Sensitive PIL (i.e., loss of control, compromise, unauthorized disclosure, access for an unauthorized
purpose, or other unauthorized access, whether physical or electronic), it shall immediately, and in no
cvent later than one hour of discovery, report the breach to the contracting officer, the Contracting
Officer’s Technical Representative (COTR), and the TSA Director ol Privacy Policy. & Compliance
(TSAprivacy@dhs.gov). The contractor is responsible for positively verifying that notification is
reccived and acknowledged by at least one of the foregoing Government partics.

(f) Personally Identifiable Information Notification Requirement. The contractor has in place procedures
and the capability to promptly notify any individual whose Sensitive PIL was, or is rcasonably believed to
have been, breached, as determined appropriate. The method and content of any notification by the
contractor shall be coordinated with, and subject to the prior approval of the Government, based upon a
risk-based analysis conducted by the Government in accordance with DHS Privacy incident Handling
Guidance.  Notification shall not proceed unless the Government has determined that: (1) notification is
appropriate; and (2) would not impede a law enforcement investigation or jeopardize national security.

Subject to Government analysis of the breach and the terms of its instructions te the contractor regarding
any resulting breach notification, a method of notification may include letters to affected individuals sent
by first class mail, electronic means, or general public notice, as approved by the Government. At
minimum, a notification should include: (1) a brief description of how the breach occurred; (2) a
description of the types of personal information involved in the breach; (3) a statement as to whether the
information was encrypled or protected by other means; (4) steps an individual may take (o protect
themselves; (3) what the agency is deing, if anything, to investigate the breach, to mitigate losses, and to
protect against any. further breaches: and (6) point of contact information identifying who aftected
individuals may contact for further information.

In the event that a Sensitive PLI breach occurs as a result of the violation of a term of this contract by the
contractor or its employees, the contraclor shall, as directed by the contracting officer and al no cost 1o the
Government, take timely action to correct or mitigate the violation, which may include providing
notitication and/or other 1dentity protection services to affected individuals for a period not to cxeced 12
months from discovery of the breach. Should the Government elect to provide and/or procure notification
or identity protection services in response to a breach, the contractor will be responsible for reimbursing
the Government for those expenses.

(g) Pass-Through of Security Requirements to Subcontractors. The contractor agrees to incorporate the
substance of (his clause, ils lerms and requirements, in all subcontracts, under this contract, and o require
written subcontractor acknowledgement of same. Vielation by a subcontractor of any provision set forth
in this clause will be attributed to the contractor.,

L5 SUBMISSION OF INVOICES - Commercial
(a) Background: The Transportation Security Administration {TSA) partners with the United States
Coast Guard Finance Center for financial services in support of TSA operations, including the

payment of contractor invoices. Therefore, all contractor invoices must be submitted to, and will
be paid by, the U.S. Coast Guard Finance Center {FinCen).
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(b)

(©

(d)

Invoice Submission Method:  Invoices may be submitted via lacsimile, U.S. Mail, or email.
Contractors shall utilize ONLY ONE method per invoice submission. The submission
information for each of the methods is as follows in order of preference:

13 Facsimile number is:. 7537-413-7314

The facsimile number listed above shall be used by contractors for ORIGINAL invoice
submission only. Tf facsimile submission is utilized, contractors shall not submit hard copies of
invoices via the U.S. mail. It is the responsibility of the contractor to venfy that invoices arc
received, regardless of the method of submission used. Contractors may nquire regarding the
receipt of invoices by contacting the U.S. Coast Guard Finance Center via the methods listed in
subparagraph (c} of this clausc.

2y U.S. Mail:
United States. Coast Guard Finance Center
TSA Commercial Invoices
P.O.Box 4111
Chesapeake, VA 233274111

3) Emal Invoices:

FIN-SMB-TSAlInvoices@uscg.mil or www.fincen.usce. mil

Invoice Process: Upon receipt of contractor invoices, FinCen will electronically route invoices to
the appropnate TSA Contracting Officer’s Technical Representative and/or Contracting Officer
for review and approval. Upon approval, the TSA will electronically route the invoices back to
FinCen. Upon receipt of certified invoices from a Authorized Certifying Official, FinCen will
initiate payment of the invoices.

.. Note for discounts offered:.

Discounts on invoices. Il desired, the Contractor should offer discounts directly upon the invoice
submitted, clearly specifying the terms of the discount. . Contractors can structure discounted
amounts for payment for any. time period less than the vsual thirty day payment period specified
under Prompt Payment requirements; however the Contractor should not structure terms for
payment of net amounts invoiced any sooner than the standard period required under FAR
Subpart 32.9 regarding prompt payments for the specified deliverables under contract.

. Discounts offered after invoice submission. If the Contractor should wish to offer a discount on a

specific invoice alter its submission for payment, the Contractor should submit a letler 1o the
Finance Center identifying the specific invoice for which a discount is offered and specity the
cxact terms of the discount offered and what time period the Government should make payment
by in order 1o receive the discount. The Contractor should clearly indicate the contract number,
invoice number and date, and the specific terms of the discount offered.  Contractors should not
structure terms for net amount payments any sooncr than the standard period required under FAR
Subpart 32.9 regarding prompt payments for the specified deliverables under contract.

Payment Status: Contractors may. inquire on the payment status of an invoice by any of the
following means:
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(©

(f)

()

1.6

(1) Via the internet: htips:/www.fincen.uscg.mil
Contacting the FinCen Customer Service Section via telephone at 1-800-564-3304 or
(757) 523-6940 (Voice Option #1). The hours of operation for the Customer Service line
are 8:00 AM to 5:00 PM Eastern Time, Monday through Friday. However, the Customer
Service line has a voice-mail feature that is available 24 hours per day, 7 days per week.

(2) Via the Pavment Inquiry Form: https://www . fincen.uscg.mil/secure/payment.hitm

Invoice Elements: Inveices will antomatically rejected if the information required in
subparagraph (a)(2) of the Prompt Payment Clause, contained in this Section of the Contract,
including EFT banking information, Taxpayer Identification Number (TIN), and DUNS number
are not included in the invoice. All inveices must be clearly correlate invoiced amounts to the
corresponding contract line item number and funding citation. . The Contractor shall work with
the Government to mutually refine the format, content and method of delivery for all invoice
submissions during the performance of the Contract.

Supplemental Invoice Documentation: Contractors shall submit all supplemental invoice
documentation (e.g. copies of subcontractor invoices, travel vouchers, etc) necessary to approve
an invoice along with the original invoice. The Contractor invoice must contain the information
stated in the Prompt Payment Clause in order (0 be received and processed by FinCen.
Supplemental invoice documentation required for review and approval of invoices may, at the
written direction of the Contracting Officer, be submitted directly to either the Contracting
Officer, or the Contracting Officer’s Technical Representative. Note lor “time-and-material”,
type contracts: The Contractor must submit the following statement with each invoice for lTabor
hours invoiced under a “time-and-materials” type contract, order, or contract hinc item: “The
Contraclor hereby. certifies in accordance with paragraph (¢} ol FAR 52.232-7, that each labor
hour has been performed by an employee (prime or subcontractory who meets the contract’s
specificd requirements for the labor category invoiced.”

Additional Invoice Preparation Instructions for Software Development and/or Hardware.  The
Contractor shall clearly include a separate breakdown (by CLIN) for any software development
activities (labor costs, subcontractor costs, etc} in accordance with Federal Accounting Standards
Advisory Board Statement of Federal Financial Accounting Standards Number 10 (Preliminary
design costs, Development costs and post implementation costs) and cite payment terms. . The
contractor shall provide make and model descriptions. as well as serial numbers for purchases of
hardware and software (where applicable.)

Frequency of Invoice Submission

For FFP CLINs, contractor shall invoice 1/12 of the CLIN amount for the month prior efforts. .
For T&M, contractor, shall invoice the expended amount incurred during the previous month(s}.
For ODCs, contractor shall invoice for only those ODCs that have been approved and
purchased/expended during the previous month{s). Specifically for CLIN 0002, the contractor
shall provide with the invoice, a complete list of the ODC purchased, the cost of cach ODC, and
the accumulative cost for all ODCs. .

(End of Section I)
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HST501-12-J-0TT004

HSTS01-09-D-050900
Task Qrder 18 - TMI&E

02/0212012

SECTION J - CONTRACT DOCUMENTS, EXHIBITS, OR ATTACHMENTS

J.1 Contract Documents

ATTACHMENT NO. TITLE/ DESCRIPTION

A Task C: Image Development & Image Library Additional
Information
B-R [Training Kil Information (881 Document)

(End of Section J)
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DEPARTMENT OF DEFENSE

CONTRACT SECURITY CLASSIFICATION

SPECIFICATION

{The requirements of the Dol Industrial Security Manual apply

to all securily aspecis of this effort.)

1. CLEARANCE AND SAFEGUARDING

a. FACILITY CLEARANCE REQUIRED

TOP SECRET

b. LEVEL OF SAFEGUARDING REQUIRED

SECRET

2. THIS SPECIFICATION IS FOR: (X and complete as applicable)

3. THIS SPECIFICATION IS: {X and complete as applicable)

a. PRIME CONTRACT RUMBER

X | HSTS01-09-D-0S0900 HSTS01-12-J-OTT004

Date { YYYYMMDD
x a. DRIGIMAL (Complete date in all caaas}

20120213

b, SUBCONTRACT NUMBER

b. REVISED {Supersedes
all previous speca)

Revision No. Date [ YYYYAMOLD

. SOLICITATION OR OTHER NUMBER= Due Date { FYYYMUDLY

Date [ YryYMMDO)
¢. FINAL (Complete ilem 5 in all cases)

YES

415 THIS A FOLLOW-ON CONTRACT? | X

| NQ. H Yes, complete the fallowing:

Ciassified malerial received or ganerated under HSTSO] -99-0-050900 HSTSU] -] ] -J-OOPU 1 5_ {Freceding Coniract Nismbet) ia transterrad to this follow-on

contract,

5.1S THIS A FINAL DD FORM 2547

in Response 1o the contracter's request dated

l YES x I NO. If Yos, complete the following:

, ratantion of the idantified classified matarial is authorized for the period of

8. CONTRACTOR (include Commercial and Gavernment Entity [CAGE) Code)

a. NAME, ADGRESS, AND Z1P CODE 8. CAGE CCDE C. COGHIZANT SECURITY OFFICE (Name, Address, and Zip Code}
LOCKHEED MARTIN SERVICES, INC. 77609 DEFENSE SECURITY SERVICE

2339 ROUTE 70 WEST Atrium 1 1000 Atrium Way, Suite 310
CHERRY HILL, NJ 08002-3315 | Mt Laurel, NJ 08054-3906

7. SUBCONTRACTOR

a. NAME, ADCRESS, AND 21P COOE B. CAGE CODE C. COGNIZANT SECURITY OFFICE {Name, Address, and Zip Code)
8. ACTUAL PERFORMANCE

A. NAME , ADDRESS, ANG ZIP CODE B. CAGE CODE C. COGNIZANT SECURITY OFFICE (Namae, Address, and Zip Code)
Department of Homeland Sccurity (DHS)

Transportation Security Administration (TSA)

various DHS locations within the greater Washington,

DC metropolitan area (See Item 13).

i

9. GENERAL IDENTIFICATION OF THE PROCUREMENT

(U) TO PROVIDE A BROAD RANGE OF SERVICES TO ASSIST AND SUPPORT THE DEPARTMENT OF HOMELAND
SECURITY (DHS) TRANSPORTATION SECURITY ADMINISTRATION (TSA).

10. THIS CONTRACT WILL REQUIRE ACCESS TO: YES NO 11. IN PERFORMING THIS CONTRACT, THE CONTRACTOR YES NG
WILL:
2. COMMUNICATIONS SECURITY (COMSEC) INFCRMATIGN X a. HAVE ACCESS TO CLASSIFIED INFORMATION ONLY AT ANOTHER CONTRACTOR'S X
FACILITY DR A GOVERNMENT ACTIVITY
b. RESTRICTED DATA b. REGEIVE CLASSIFIED DOCUMENTS ONLY %
¢. CRITICAL NUCLEAR WEAPON DESIGN INFORMATION % | ¢ REGEIVE AND GENERATE CLASSIFIED MATERIAL ¥
d. FORMERLY RESTRICTED DATA X d. FABRICATE, MODIFY, OR STORE CLASSIFIED HARDWARE X
o, INTELLIGENGE INFGRMATION: o. PERFORM SERVICES ONLY X
- T WAVE AGCESS 10 U.S. CLABSIFIED NFGRMATION GUTSIDE THE U5, -
{1) Sensitive Compartmenied informatian (5CI) X PUERTG RICO, U.5. PUSSESSIONS AND TRUST TERRITORIES X
@) Nonsct X 57 BE AUTHORIZED TO USE THE SERVIGES OF DEFENSE TECHNICAL INFORMATION X
CENTER (DTIG) OR OTHER SECONDARY DISTRISUTION CENTER
1. SPECIAL ACCESS INFORMATION y | » reauire A comsEc account X
g. NATO INFORMATION % |t HAVE TEMPEST REQUIRENENTS P X
h. FOREIGN GOVERNMENT INFORMATION X | i HAVE OPERATIONS SECURITY (OPSEC) REQUIREMENTS X
I. LIMITED DISSEMINATION INFORMATION ¥ | % BEAUTHORIZED TO USE THE DEFENSE COURIER SERVICE X
j. FOR QFFICIAL USE ONLY INFORMATION X I. OTHER (Spocify) Sea Block #13. X
k. OTHER {Specify) X
Previous editions are obsolete RESET

DD Form 254, DEC 1998




12. PUBLIC RELEASE. Any information (classified or unclassified) pertaining to this contract shall not be reieased for public dissemination
except as provided by the Industrial Security Manual or unless it has been approved for public release by appropriate (.5, Government

authority. Proposed public rel s shall be submitted for approval prior to release
Direct Through (Specify):
X NONE AUTHORIZED

UNLESS CONTRACTOR HAS OBTAINED AUTHORITY TO RELEASE FROM THE DEPARTMENT OF HOMELAND SECURITY:
CONTRACTOR SHALL COQRDINATE WITH THE COTR AND THE OFFICE OF SECUIRTY (ASD) 202-447-5347 ON ALL
CHANGES TO THIS GUIDANCE to the Directorate for Freedom of Infarmation and Security Review, Office of the Assistant Secretary of
Defense {Public Affairs)* for review. In the case of non-DoD User Agencies, requests for disclosure shali be submitted to that agency.

13, Security Guidance. The security classification guidance needed for this classified effort is identified below. If any difficulty is encountered in applying
this guidance or if any gther contributing factor indicates a need for changes in this guidance. the contracter is authorized and encouraged to provide
racommended changes: to challenge the guidance or the classification assigned to any infermation or material furnished or generated under this contract;
and to submit any questions for interpretation of this guidance to the official identified below. Pending final decision, the information involved shall be
handled and protected at the highest level of classification assigned or recommended. (Fill in as appropriate for the classified effort. Attach, or forward
under separate cotrespondence, any documents/quides/extracts referenced herein. Add additional pages as needed to provide complete guidance.}

Reference Item 8a: [.ockheed Martin Services, Inc, 1800 South Bell Street, Suite 110, Arlington, VA 22202

CSO0: Defense Sccurity Service , 2331 Mill Road, 4th Floor, Alexandria, VA 22314

L.ockheed Martin Corporation, Maritime Systems & Sensors, 199 Borton Landing Road, Moorestown, NJ 08037 CSO:
Defense Security Service, Atrium 1 1000 Atrium Way, Suite 310, Mt. Laurel, NJ 08054-3906

Reference Hem 10j: “Contractors shall control and safeguard FOUO in accordance with DHS Directive (MD
11042.1) "Safeguarding Sensitive but Unclassified (For Official Use Only) Information,” dated Jan 6, 2005. DIIS
contractors must sign a special Non-Disclosure Agreement before receiving access to FOUQ information.
Contractors with questions on handling DS FOUO shall contact DIIS OCS0G ASD at (202} 447-5341."

Reference Item 11e & d: The contractor shall derivatively classify newly created information associated with this effort
based on the classification guidance provided through existing classificd sources. All classitied information shali be marked
in accordance with the NISPOM. The 1SQO Pamphlet on “Marking Classified National Security Information dated
Dccember 2010™ may be used as a guide on the proper marking of classified information. Questions relating to Marking
Classified National Security Information can be addressed to DHS Office of Security Administrative Security Bivision, at
telephone {202} 447-5341

14. ADDITIONAL SECURITY REQUIREMENTS. Requirements identify the pertinent contracted clauses in the contract Yes X No
document itself, or provide an appropriate staterment which identifies the additional requirements. Provide a copy of the
requirements to the cognizant security office. Use ltem 13 if additional space is needed.}

15. INSPECTIONS. Elements of this contract are outside the inspection responsibility of the cognizant security Yoo X No
office. {if Yes, explain and identify specific areas or elements carved out and the activity responsible for
inspections. Use item 13 If additional space is needed.)

16, CERTIFICATION AND SIGNATURE, Security requirements stated herein are complete and adequate for safeguarding the classified
formation to be released or generated under this classified effort. Al questions shal be referred to the official named below.

. TYPED NAME OF CERTIFYING OFFIGIAL ©. TITLE c_ TELEPHONE (Include Araa Code)
CHRISTAL FULTON Chief, Industrial Security Program | ()6
| (b)(6) | Branch

d. ADDRESS (Include Zip Code) 17. REQUIRED CISTRIBUTION

Department of Hometand Secarity X | o CONTRACTOR

301 7" & D Street S.W. b. SUBCONTRACTOR

Washington D.C. 20528 X | c COGNIZANT SECURITY OFFICE FOR PRIME AND SUBCONTRACTOR

e. BIGN. d. U.S. ACTIVITY RESPONSIBLE FOR OVERSEAS SECURITY ADMINISTRATION

(0)(6) ,,2 /} 3/'29[’ 9 X . ADMINISTRATIVE CONTRACTING OFFICER
X | f OTHERS A4S NECESSARY

DD Form 254, (BACK) DEC 1999
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HSTS01-08-D-0QS0%00 HSTS01-12-J-OTT004
03/22/2012 Meodification PO00O2

The purpose of this modification is to:

1. Remove and replace Attachment T with a revised version of the attachment. Attachment T is herchy
replaced with Attachment T - Approved DD254 (REVO01) HSTS01-12-J-OTT0O04 (02/29/2012).

2. Modify Section C, Paragraph 4.6.7.8 and 8.2.12 of the Statement of Work.
Section C, Paragraph 4.6.7.8 is hereby removed and replaced with the following:

4.6.7.8 The representatives shall provide preperty management support to airports in support of
kit issucs, audits, and other property questions and interface directly with the Office of Training
and Workforce Engagement (OTWE) Accountable Property Officer (APO) and TSA Depuly
Property Management Official (DPMQ)), TSA Office of Property Management statt.

Section C, Paragraph 8.2.12 is hereby removed and replaced with the following:

8.2.12 The contractor shall provide configuration management of all kits and training aids. The
contractor shall provide a spreadsheet identifying cach kit case by barcode and the part numbers
or barcode of each item contained in that case upon kit development or delivery. The contractor
shall provide this information to TSA Property Management OTWE APO and DPMO staff for
upload into the TSA property management system and insert a property transfer sheet into the
case prior to shipping or via email after shipping with TSA approval.

8.2.12.1. Kit content items containing simulants and/or detonators shall be coded using
TSA provided serial numbers and bar codes for the kit unit as well as individual
component scrial numbers. Kit component bar codes and serial numbers will be tied 1o
the kit unit numbers in a parent/child relationship.

8.2.12.2. TSA part numbers shall be mapped to TSL part numbers, if necessary.
3. Modify the deliverable dates of paragraph 6.8 Task C - Test Distribution and paragraph 8.7 Task E -
Threat Kit Program. This is a no cost change. Paragraph 6.8 and 8.7 1s hereby removed and replaced

with the following:

6.8 Task C Deliverables

Deliverable #  Item Due Date Deliverable Government Review
Recipient
1 TRX/AT — 10 Manthly | First volume 60 days Task C 10 Business Days.
(6.3.1.2) CDs after award, monthly | Technical
thereafter Monitor
2 TRX/AT — TRX Sim FY13, Q2 {Jlan-Mar Task C 10 Business Days
(6.3.1.4) Training Library 2013) Technical
{1000 Clear Bags/300 Monitor
FTls)
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HSTS01-08-D-0QS0%00
03/22/2012

HSTS01-12-J-OTT004
Modification POOC02

Deliverable # Due Date Deliverable Government Review

Recipient

3 TRX/AT FY2013 Test | August 27, 2012 Task C 15 Business Days
(6.3.2.3) Distribution Technical

Monitor.
4 A-EDS {CB) Cobra March 28, 2012 Task C 15 Business Days
(6.4.1.1.1.1) Training Images Technical

Monitor
5 A-EDS {CB) Cobra March 28, 2012 Task C 15 Business Days
(6.4.1.1.5) 0QTs Technical

Monitor.
6 A-EDS {CB) Fusion March 28, 2012 Task C 15 Business Days
(6.4.1.2.1.1) Training Images Technical

Monitor.
7 A-EDS {CB) Fusion March 28, 2012 Task C 15 Business Days
(6.4.1.2.5) 0QTs Technical

Monitor
8 A-EDS {CP) Cobra As mutually agreed Task C 5 Business Days
(6.4.2.1.2.1) IMAS upon by TSA and LM Technical

Monitor
9 A-EDS {CP) Fusion As mutually agreed Task C 15 Business Days
(6.4.2.2.1.1) Training Images upon by TSAand LM | Technical

Monitor
10 A-EDS {CP) Fusion As mutually agreed Task C 15 Business Days
(6.4.2.2.5) IT/IMT/IMAs upon by TSA and LM | Technical

Monitor
11 EDS Training Images 60 day cycle after Feb Task C 15 Business Days
(6.5.2.1.1) 8th Technical

Monitor
12 EDS Assessment 60 day cycle after Feb Task C 15 Business Days
(6.5.3.4) 0QTs 8th Technical

Monitor
13 EDS OMA Images June 1, 2012 Task C 15 Business Days
(6.5.4.1) Technical

. Monitor
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HSTS01-08-D-0QS0%00 HSTS01-12-J-OTT004

03/22/2012 Meodification PO00O2

8.7.Task E — Deliverables

# Deliverable Due Date TSA Government
Recipient Review
1A 1B 1C Threat and nen Threat per Technical Direction from Task Crder 10 business
etc... Prototypes {T&M CLIN) | TSA ™™ days
2 IED Accessory Kit 4/30/2012 Lead TSS-E at | 2 business
Components shipped to Airport Hubs | days after
TSS-E at Hubs acceptance
at Airport
3 IED Accessory Kit 7/31/2012 Lead TSS-E at | 2 business
Companents shipped to Airport Hubs | days after
TSS-E at Hubs acceptance
at Airport
4 IED Accessory Kit 10/31/2012 Lead TSS-E at | 2 business
Compaonents shipped to Airport Hubs | days after
TSS-E at Hubs acceptance
at Airport
5 IED Accessory Kit 01/31/2013 Lead TSS-E at | 2 business
Components shipped to Airport Hubs | days after
TSS-E at Hubs acceptance
at Airport
6 Thumbprint Quality 4/30/2012 Task Crder 10 business
Control (TQC) Upgrade ™ days
Prototype (T&M CLIN)
7 Thumbprint Quality 9/30/2012 Airpart POC | 2 business
Control (TQC) Upgrade, for IED and days after
Begin Field Distribution Weapons acceptance
OPTION B Training kits at Airport
8 (b)3140 USC §114{) As mutually agreed upon by Airport POC 2 business
End Field Distribution TSA and LM for IED and days after
Weapons acceptance
Training kits | at Airport
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HSTS01-12-J-OTT004

03/22/2012 Modification POOG0O2
9 Spreadsheet with Kit As required to update TSA HQ
Type and TSA Property Sunflower Inventory Property
Serial Number Management
Office
{Sunflower)
and Task
Order TM
10 Proposed list of IED 12/3/2012 Task Crder 10 Business
Components and ™ Days
Related Materials for
Annual Shipment to the
Hub Airports
11 ()4} JAIT Training Kits 6/29/2012 Airport POC 2 business
' days after
acceptance
at Airport
12 (X4 INHTP Prop Kits 5/8/2012 OTT PM for 5 husiness
[ begin shipping Option A NHTP days after
receipt at
location
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DEPARTMENT OF DEFENSE

CONTRACT SECURITY CLASSIFICATION

SPECIFICATION

{The requiraments of the Dol Industrial Securily Manual apply

o afl security aspects of this effort.}

1. CLEARANCE AND SAFEGUARDING

a. FACILITY CLEARANCE REQUIRED

TOP SECRET

b. LEVEL OF SAFEGUARDING REQUIRED

SECRET

2. THIS SPECIFICATION IS FOR: (X and complete as applicable)

3. THIS SPECIFICATION IS: (X and complete as applicable}

a, PRIME CONTRACT NUMBER

Cate [ YYYYMMOD

X | HSTS01-09-D-OS0900 HSTS01-12-J-OTT004 = CRIGINAL {Compiete dnte in ol cases) 20120213
b, SUBCONTRACT NUMBER h. REVISED {Suparsedes Revizion No. Data | F¥YYMMOOM
x all previous spacs) 001 20120229

c. SOLICITATION DR OTHER NUMBER= Due Date { YYYYMMOO

©. FINAL {Complata item 5 in all cases)

Date { VPrYMMDD)

4, IS THIS A FOLLOW-ON CONTRACT? | X YES

| | NO. H Yas, complate the following

Clasaified matarial received or genarated undar HSTS01-09-D-0S0O900 HSTS01-11-J-00P015 {Pro:oding Contract Number} is transferred to this follow-on contract.

5. 15 THIS A FINAL DD FORM 2547 YES

In Response to the coniractor's reguest daled

NO. Hf Yas. complate the following:

, retention of the identified classifisd matarinl is authorized for the period of

8. CONTRACTOR (inciude Commercisl and Government Enlily (CAGE) Code)

a. NAME ADDRESS, AND ZIP CODE B. CAGE CODE | C. COGMIZANT SECURITY OFFIGE (Name, Address, and Zip Code)
LOCKHEED MARTIN SERVICES, INC. 77609 DEFENSE SECURITY SERVICE

2339 ROUTE 70 WEST Atrium 1 1000 Atrium Way, Suite 310
CHERRY HILL, NJ 08002-3315 Mt Laurcl, NJ 08054-3506

7. SUBCONTRACTOR

a. NAME, ADDRESS, AND ZIF COGDE B CAGE CODE | C. COGNIZANT SEGURITY OFFICE (Name, Address, and Zip Code)

8. ACTUAL PERFORMANCE

A. NAME , ADDRESS, AND 2IP CODE
Department of Homeland Security (DHS)
Transportation Security Administration (TSA)
various DHS locations within the greater Washington,
DC metropolitan area and contractor’s facilities (See
Item 13).

8. CAGE CODE C. COGNIZANT SECURITY QFFICE {Name, Address, and Zip Code)

8, GENERAL IDENTIFICATION OF THE PROCUREMENT

{U) TO PROVIDE A BROAD RANGE OF SERVICES TO ASSIST AND SUPPORT THE DEPARTMENT OF HOMELAND
SECURITY (DHS) TRANSPORTATION SECURITY ADMINISTRATION (TSA).

10. THIS CONTRACT WILL REQUIRE ACCESS TO: YES N 11. IN PERFORMING THIS CONTRACT, THE CONTRACTOR YES NO
WILL:
a. COMMUNICATIONS SECURITY (COMSEC) INFORMATION X 4. HAVE ACCESS TO CLASSIFIED INFORMATHON OHLY AT ANQTHER CONTRACTOR'S X
FACILITY OR & GOVERNMENT ACTIVITY
b. RESTRICTED DATA X b. RECEIVE CLASSIFIED DOCUMENTS QNLY X
¢. CRITICAL NUCLEAR WEAPQOMN DESIGN INFORMATION X ¢. RECEIVE AND GENERATE CLASSIFIED MATERIAL X
d. FORMERLY RESTRICTED DATA X d. FABRICATE, MCOIFY, OR STORE GLASSIFIED HARDWARE X
a. INTELLIGENCE INFCRMATICN: a. PERFORM SERVICES CNLY X
o o - 1. HAVE ACCESS TO U5 CLASSIFIED INFGRMATION OLUTSIDE THE U g, -
(0 Comp information (SC} X PUERTQ RICO,_U.5. POSSESSIONS AND TRUST TERRITDRIES X
(2) Mon-SCI % 9. DE AUTHORIZED TO USE THE SLRVICES OF DEFENSE TECHNICAL INFGRMATION X
CEMTER [DTIC} OR OTHER BLCONDARY DISTRIBUTION CENTER
f. SPECIAL ACCESS INFORMATION X h. REQUIRE A COMSEC ACCOUNT X
g. HATO INFORMATION X I. HAVE TEMPEST REQUIREMENTS X
h. FOREIGN GOVERMMENT INFORMATION X j. HAVE OPERATIONS SECURITY {OFSEC) REQUIREMENTS X
1. LIMITED DISSEMINATION INFORMATION X k. BE AUTHORIZED TO USE THE DEFENSE COURIER SERVICE X
1 FOR OFFICIAL USE ONLY INFORMATION X 1. OTHER {Specify)] Sos Blockh #13. X
k. OTHER |Specify] X
Previous editions are obsclete RESET

DD Form 254, DEC 1999




12. PUBLIC RELEASE. Any information (classified or unclassified) pertaining to this contract shall not be released for public dissemination
except as provided by the Industrial Security Manual or unless it has been approved for public release by appropriate U.S. Government

authority, Proposed public releases shall be submitted for approval prior to release
Direct Through {Spacily):

X NONE AUTHORIZED

to the Directorate for Freedom of Information and Security Review, Office of the Assistant Secretary of Defense (Public Affairs)” for review. In
the case of non-DoD User Agencies, requests for disclosure shall be submitted to that agency.

13. Security Guidance. The security classification guidance needed for this classified effort is identified beiow. If any difficulty is encountered in applying
this guidance of if any other contributing factor indicates a need for changes in this guidance, the contracter is authorized and encouraged to provide
recommended changes: to challenge the guidance or the classification assigned to any information or material furnished or generatad under this contract;
and to submit any questions for interpretation of this guidance to the official identified below. Pending final decision, the information involved shall be
handled and protected at the highest level of classification assigned or recommended. (Fill in as appropriate for the classified effort. Attach, er forward
under separate correspondence, any documents/guides/extracts referenced herein. Add additional pages as needed to provide complete guidance.)

Reference Item 8a: Lockheed Martin Services. Inc, 1800 South Bell Street, Suite 110, Arlington, VA 22202
Cage Code: 4Q1U3 CSO: Defense Security Service , 2331 Mill Road, 4th Fleor. Alexandria, VA 22314
Lockhced Martin Corporation, Maritime Systems & Sensors, 199 Borton Landing Read, Moeorestown, NJ 08057
Cage Code: 02769 CSO: Defense Security Service, Atrium 1 1000 Atrium Way, Suite 310, Mt. Laurel, NJ
08054-3906

Reference ktem 10j: “Contractors shall control and sateguard FOUO 1in accordance with DHS Directive (MD
11042.1) "Safeguarding Sensitive but Unclassified (For Official Use Only) Information,” dated Jan 6. 2005. DHS
contractors must sign a special Non-Disclosure Agreement before recerving access to FOUO information.
Contractors with questions on handling DHS FOUO shall contact DHS OCSQ ASD at (202) 447-5341.7

Reference Item 11¢ & d: The contractor shall derivatively classify newly created information associated with this eftort
based on the classification guidance provided through existing classified sources. All classified information shall be marked
in accordance with the NISPOM. The ISOO Pamphlet on “Marking Classified National Security Information dated
December 2010” may be used as a guide on the proper marking of classified information. Questions relating to Marking
Classified National Security Information can be addressed to DHS OCSO Administrative Security Division, at telephone
(202) 447-5341.

14, ADDITIONAL SECURITY REQUIREMEMNTS. Requirements identify the pertinent contracted clauses in the contract Yes X No
document itself, or provide an appropnate statement which identifies the additional requirements. Provide a copy of the
requirements to the cognizant security office. Use ltem 13 if additional space is needed )

15. INSPECTIONS. Elements of this contract are outside the inspection responsibility of the cognizant security Yas X No
office. (if Yes, explain and identify specific areas or elements carved out and the activity responsible for
inspections. Use item 13 If additional space is heeded.)

16. CERTIFICATION AND SIGNATURE. Security requirements stated herein are complete and adequate for safeqguarding the classified
Information to be released or generated under this classified effort. All questions shall be referred to the official named below.

[/ a. TYPED NAME OF CERTIFYING OFFICIAL b. TITLE aCode)
CHRISTAL FULTON Chief, Industrial Security Program {b)(6)
©)6) | Branch
d. ADDRESS {Include Zip Code} 17. REQUIRED DISTRIBUTION
Department of Homeland Security X | coNTRACTOR
301 7th & D Street S.W b. SUBCONTRACTDR
washington D C 20528 b 4 <. COGNIZANT SECURITY QFFICE FOR PRIME ANO SUBCONTRACTOR
e SiGMAT: d. WwS ACTIVITY RESPONSIBLE FOR QVERSEAS SECURITY ADMINISTRATION

‘Q/j ?/;20‘} Q“ X & ADMINISTRATIVE CONTRACTING OFFICER

X 1. OTHERS A5 NECESSARY

{b)(6)

DD Form 254, (BACK) DEC 1999



AMENDMENT OF SOLICITATION/MODIFICATION OF CONTRACT 1. CONTRACT D CODL PAGE OT PAGES

1 3
2. AMENDMEN NIMODIFICATION NGO 3 EFFECTIVE DATE 4 HEQUISITONPURCHASE REQ, NO. 5. PROUECT NG (If applicatiol
FOO003 See 3lock 16C
B 1SSUED BY CODE |20 7. ADMINISTERED BY (if otfier than flem 6} CODE |01
Office of 2cquisizion Human Capital & Finance
701 5 12TH STREET 701 5 12TH STREET
ARLTIHNGTCN V& 20588 ARLINGTOW VA 205%8
& MAME AND ADLRES S OF CONTRACTOR (Yo, sreut, county, Stale and 2iP Code) ) 28 AMENDMENT OF SOLICITATION NO.
Lockhead Martin Services Incormorated
ALl {b)E) | SB. DATED (SEE (TEM 11}
7C0 N Frederick Ave
githersburg MJ 2087533258
Gaithersbu J ¢ 3328 x 104 MODIFICATION OF CONTRACTHORDER MO
HETZ01-09-D-C50300
HSTSU1-12 J CTTO04
1CE. DATED (SEE TEM 13)
CODF 205258372 FACH ITY CODF 02/03/2012
=
11. THIS ITEM ONLY APPLIES TO AMENDMENTS OF SOLICITATIONS
i I The above numbered so'icitation i amended a3 sel farth in lem 14, The hour ard date specified for rece'pt of Offers i isextended,  [_lis not axtendsd.
Offgrs musl sckrawiedge receipt of this amendmant pricr to the hour and date specilied n the solicitation or as amended, by one of e fol owing methads: {a) By complating
lrems & and 15, and retuming cepigs of the amendment, () By acknow edying receipt of lhis arnendnrent on esch oopy of the aoffer submilted; ar (c) By

separalg tetler or lelegram which includes a reference {0 the solicitaticn and amerdment rumbers. FAILURE CF YQUR ACKNOWLEDGEMEMNT TO BE RECEIVED AT
THE PLACE DESIGNATED FOR THE RECEIFT OF OFFERS PRIOR TO THE HOUR AND DATE SPECIFIED MAY RESULT IN REJECTION OF YOUR OFFER, by
viue of this amendment you desirs to change an offer already submitled, such changs may be made Gy telagram ¢r lziter, provided each talegram or letter makes
reference to the solicitation and Ihis amendment._and is rece ved prior e the opening haur ard date specified,
12 ACCOUNTING AND APPROPRIATION DATA (if required)
Sea Schedule

13 THIS ITEM ONLY APPLIES TO MODIFICATION GF CONTRACTS/ORGERS. IT MODFIES THE CONTRACT/ORGER NO. AS DESCRIBED IN ITEM 4.

_CHECKOBE | A THIS CHANGE QRDER IS ISSUED PURSUANT TO: (Seeciy authority) THE CHANGES SE| FGRTH N ITEM 11 ARE MADE IN THE CONTRACT
QRDER NO. IN ITEM 104

E. THE ABOVE NUMBERED CONTRACT/ORLER IS MODIFIED T( REFLECT THE ADMINISTRAT/VE CHANGES (such as changes in paying office,
appropiation date, e, SET FORTH IN ITEM 14, PURSUANT TO THE AUTHORITY OF FAR 43, 103{b).

C. IFIS SUPPLEMENTAL AGREEMENT IS ENTERED INTQ FURSIIANT TO AUTHORITY OF-
e FAR 52-2.Z.4 = Contract lerms and Conditilens - Comrerciat Tioms (0o 20031 paragraph (o)

D. OTHER fSpeaily fyge of modification and auwthorily}

E. MPORTANT: Coniractor isnat. || i requirad to sign this document ard retuem 1 capies to he issuing office.

14. DESCRIPT:ON OF AMENDNMENT/MOQDIFICATION {Organized by UCF saction headings, incluing solicitzbonfoontract subjoct motker where fassitie.)

Tax ID Number: 32-1813309

DUONS Number: 805258373

The purpose of this modification is to add Live (%) additional labor categories under
paragrapn B.4 Assoclated Lahor Categories for TeM CTTN 0013 in the task crder. Associated
Labor Categorics for T&M CLIN 0013 is replaced in its entirety with Attachment A.

The addition of the labor calegeries neither increases acr cecreases the tormal wvalue of the
task order.

21} other terms and conditions reomain the sane.

Continuved ...

Excert as provided herein, ali lerms and sorditions of the document referenced in item 94 or 10A, as horetofore shangegh-femans unchanged and i full force and effect.

t5A. MAME AND TITLE OF SIGNER {Typeg o print) 154, NAME AND-TITLE OF CONTRACT!ING OFFICER {Type or priat)
{b){6) enior Contracts Negotiator Marvin Grubbs
158, CONTRACTOR/OFFEROR 15C. DATE SIGNED 168, UNITED STATES OF AMERICA 16C. DATE SIGNED
Digitaly sicned By Burchen, Boosime L o rs s Fi
DM de=gam, di=lmeo, de=us, de=a4i04, « - -
— {b){S) T a6, guzlisers, < =Burden. Racsewelt 4,’23[201 2 .. (/xz%/ ¥ V‘ .
k—mm: 130158 0400 “ iggtature of Contractng Oficer) J%.; ché/ "L

.

Working Topy- STANDARD FORM 30 (REV. 10-83)

Proserbed ny GSA
FAR (48 GFR) 53 243

MSN 7540-01-152-£070
Previcus adilion unusabie




B.4 Associated Labor Categories

Attachment A

CLIN

Labor Categories

CLIN 0013

#43 Senior Image Technician { %)

#44 Image Technician

#55 Configuration Management Specialist

#58 Senior Information Technology Specialist

#78 Functional Support Specialist m

#86 Principal Image Engineer

#87 Senior Image Engineer

#88 Scientific Study Designer/Analyst

#90 Principal Operations Research/Systems Analyst
#91 Senior Systems Integration Engineer

#93 Senior NET/C++/PLSQL Programmer -|  ®)4)

#94 Principal .NET/C++/ PLSQL Programmer {b)4)

#97 Senior Engineering Modeler

#103 Original Equipment Manufacturcr {OEM-Engincer [)
#104 Original Equipment Manufacturer (OEM-Engineer IT)
#105 Original Equipment Manufacturer (OEM-Engineer III)
#1006 Original Equipment Manufacturcr {(OEM-Ficld Sve Engr.)

Note: The items in bold print are the added labor categories and prices.




